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1 Preparation job before configuration

1.1 Learn your router version and feature

1) RF-R586 series contains different version and option feature. Please learn it before using it.

Notes: please be informed the following features are option. Please indicate with
your orders.

1) cellular diversity receiving

2) WiFi Feature

3) GPS feature

4) Serial to cellular feature, RS232 or RS485 can choose one

5) Voice/SMS control

6) DC7V~50V

7) BGP, OSPF.

2) Find the modem type info at the back cover of the router. This will be used while do configuration.

For example: the following label indicates the version, type and inside module modem.
The module modem name is “EM820w”, remember this and will select this module name while do
configuration.
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Cellular Router
FC
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Cell Modem: F3607gw
http://192.168.8.1 E

I RO —
12102803 ( € 0682

1.2 Prepare SIM Card and working condition

1) For GSM/GPRS/EDGE/HSDPA/HSUPA/HSPA/HSPA+/AG LTE networks or TD-SCDMA
networks, please get a SIM card with data business.

2) For CDMA2000 EVDO/CDMA1x networks, please get a UIM card with data business or inform
us before order if the network uses non-ruim (nam-flashing).

3) Make sure the sim card or uim card is with enough data business and balance.

4) Make sure the signal is good enough where you test or install the router. Weak signal will make
the router no work. If you find your signal strength is not good, please contact us for high gain

antenna.
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2 Hardware Installation

This chapter mainly describes the appearance, model and function of RF-R586 series and
how to install and set the configurations.

1. Overall Dimension

2. Accessories Description
3. Installment

2.1 Overall Dimension

2.2 The Ports

Picture:
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pll 8865 xyx 23 8 r}
ANT3 O

LAN WAN RST PWR

ZFEAMMIN
Jniings.

LAN: LAN RJ45 Ethernet ports.

WAN: WAN RJ45 Ethernet ports.

RST: sys reset button

PWR: DC power socket. DC5~40V, DC5~50V option depends on the router version.
VCC: DC wire positive pole. DC5~40V, DC5~50V option depends on the router version
GND: DC wire ground

GND: Serial ground

RX: serial receiving

TX: serial transmission

RST: reset router

DIOO: digit I/O port 0

IDOL1: digit I/O port 1

NC: not connection

O
O

o

Antenna Connection Table (please refer the corresponding table to connect the antennas
with your Router version)

Feature ANT1 ANT?2 ANT3 ANT4

Main Cellular o

Feature [ANT1  [ANT2 |[ANT3  [ANT4
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Main Cellular o

Cellular Diversity Receiving o

Feature ANT1 ANT2 ANT3 ANT4
Main Cellular o

WiFi [

Feature ANT1 ANT2 ANT3 ANT4
Main Cellular o

GPS [

Feature ANT1 ANT2 ANT3 ANT4
Main Cellular o

WiFi [

GPS o

Feature ANT1 ANT2 ANT3 ANT4
Main Cellular o

Cellular Diversity Receiving o

WiFi [

Feature ANT1 ANT2 ANT3 ANT4
Main Cellular o

Cellular Diversity Receiving o

GPS [

Feature ANT1 ANT2 ANT3 ANT4
Main Cellular o

Cellular Diversity Receiving o

WiFi [

GPS [

Notes: @ means connect related antenna.

2.3 Installment

RF-R586 series should be installed and configured properly before putting in service.
The installation and configuration should be done or supervise by qualified engineer.
Attention:

Do not install RF-R586 series or connect/disconnect its cable when it is power on.
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2.4 SIM/UIM card installed
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If your router has SIM/UIM card protector, please remove it, insert the sim card

correctly, and fix the protector.

If your router has no SIM/UIM card protector, please insert the sim card correctly.

Attention: SIM/UIM card does not reach the designated position, the equipment
can not find a card, can't work normally, therefore inserted a try to check
again for a SIM card is stuck fast.

2.5 The installation of terminal blocks

This chapter is for version with terminal blocks only. Default, the RF-R586 is with
DB9 connector. Please use DB9 cable to connect RF-R586 and the equipment
directly.

The following is for version with terminal blocks o nly:
RF-R586 uses pluggable terminals to connect the user’s data and the power
supply. Spacing: 3.81mm, 10 Pin; User data and power supply suggestion:
14~24AWG. Please refer to the table 2-4 for the interface definition of the power
cable and connection sequence. Specific interface definition of the power cable
and connection sequence you can read on the labels of RF-R586 products. Using
14~24AWG cable and referring to RF-R586 products labels or the bellowed
interface definition and connection sequence, you need to use the oblate screw
driver to fix the cable to the connecting jacks of the pluggable terminal. After
successfully connection, you need to insert the terminal into the corresponding
position in the bottom of the RF-R586 products.
Notes: Connection sequence should be accurate Cable’s insulating striping length
is about 7mm. (For safety, insulating striping length should be too long).
Please refer to the

10
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picture.

Attention:

1.The power cable should be connected correctly. We “suggestion double check
before switch it on .Wrong connections may destroy the equipment.

2.Power terminals: Pin 1 and Pin 2;

3.Here: Pin 2 is “GND”, PIN 1 is power input “Vin"(DC5~40V, or DV5~50V).

PIN Signal Description Note

1 VCC +7-30V DC Input Current: 12V/1A
2 GND Ground

3 TX Transmit Data

4 RX Receive Data

5 PGND Ground

Reset Pin has the same
function with reset
button. In the usage, it
needs to be short
connected to the GND.
After giving the device a
1 sec low level, it will
reboot.3 seconds, the
device will restore
factory settings

6 RST Reset

General  Purpose

7 DIOO 1o
General  Purpose
8 DIO1 1o

9 NC Not connect

11
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I/O Terminal on router DB9 Serial port (RS485 or
RS232)

Port 3 (GND) Pin5

Port 4 (RX) Pin 3

Port 5 (TX) Pin 2

Notes: If not through, can switch Port4 and port5.

2.6 Grounding

To ensure a safe, stable and reliable RF-R586 series operation, Router cabinet
should be grounded properly.

2.7 Power Supply

RF-R586 series can be applied to complicated external environment and usually the
power range is very large. So in order to fit the complicated application environment
and improve the stability of the system, RF-R586 series is designed with advanced
power management technology. The DC power supply electronic to the device via
the pluggable terminal PIN 2(GND) and PIN 1(Vin). Please refer to the above table
for the detail definition of the terminal.
Normally, RF-R586 series input powers supply is +5~+40V (if your RF-R586
support 50V, the option is +5~+50V). In most cases, the standard configuration is
12V/1A.

2.8 LED and Check Network Status

Please connect the antenna after you successfully connect to the cable. And then
insert the valid SIM/UIM card and provide the power to the RF-R586 series via the
cable. After provide the power to RF-R586, if the SYS LED starts to blink in a few
seconds, that means the system start-up is normal; if the CELL LED works, that
means the network is online; if the VPN light works, that means VPN tunnel has
been set up. Please refer to the below table for the situation of the indication lights.

12



LO) REoG

RF-R586 Series Industrial Grade Cellular Router

() sys
() vPN
O signal
~~—|O cELL Ty
O 1O wir ®)
O waN
1 S ¢
O O
= I

SYS On for 25 seconds | On for 25 seconds after power supply
blink System set-up normally
Off or still on after | System set-up failure
25 seconds
LAN blink Data transmission in Ethernet
Off Ethernet connection abnormal
On Ethernet is connected
VPN On VPN tunnel set-up
Off VPN tunnel set-up failure or unactivated
CELL On Access to the Internet
WIFI On Enable
Off Disable

13
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WAN blink Data transmission in Ethernet
Off Ethernet connection abnormal
On Ethernet is connected
Signal Off No signal, or signal checking is not ready
4s blink 1 time Signal bar is 1
3s blink 1 time Signal bar is 2
2s blink 1 time Signal bar is 3
1s blink 1 time Signal bar is 4

1s blink 2 times Signal bar is 5

3 Software configuration

1. Overview
2. How to log into the Router
3. How to config web

3.1 Overview

RF-R586 series routers with built-in WEB interface configuration, management and
debugging tools, user should configuration the parameters first; and it could be altered
the parameters flexibility and software upgrades and simple testing. User can set up
and manage the parameters of the router on its interface, detail step are bellow:

3.2 How to log into the Router

3.2.1 Network Configuration of the Computer.
The router default parameters as follow
Default IP: 192.168.8.1, sub mask: 255.255.255.0.

There are two ways to set the PC’s IP address.

14
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Way 1) Manual setting
Set the PC IP as 192.168.8.xxx (xxx = 2~254), subnet mask: 255.255.255.0,
default gateway: 192.168.8.1, primary DNS: 192.168.8.1.

Internet Protocal (TCPJEY) Proparties E :

RF-R586 Series Industrial Grade Cellular Router

Gengal |
Yo can get [P seltngs sengned automabcaly if yous reboik, spports
thez capabiity. Otheswize, pou nesd to 2k pour network. adminitrator for
the aperopiste [P sstlings. il‘,
|
() Obtain an |P address automabcaly
?EJ LUize the folowng | address:
IP addiass: [192 188, & 100
Subnet mazh: [ 5 == 22 10 |
. & Corpsck = 35
Defzidt gateway: | 192,12, B 1
) fremet
G btam OMNS savel addess aufomakzaly
(%) Uze the lobowsng DNS server addisszes: bork Conneckion Local Ares Connection
s ——— i d Connachad
Tttt L HECY ey by 65 a5 Wirsless Rt A, Aeheros ARBIZLIARBIIS(ARS.
Afternzie DMS zerver .
Fudvanced....
[ ok [ caxel |
Way 2) DHCP
Choose “Obtain an IP address automatically” and “Obtain DNS server address
automatically”.
General | Alernat Conliguration
T
i Yau can gat |P satlings assignad sutomatically f your retwork supports
this capability. Otheresse, you need to ask pour network adrristrator for
the appropriate IF settings.
| obtsin an P adcrese suomaticaly |
4 {2 Use the following IP address:
i | @-‘ Lacal Area Connection
e Connected
Ularsd e [ | /1, Atheros ARGIZL/ARBLIGIARS...
I Ir.}) Dbtain DNS server addiess unman:allyl
Tt (3 Use the following DNS server addiesses:
Prefernsd NS server | |
Altemate NS server | |
I QK II Cancel

15
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L. Local Area Conneclion Stalus @E|

Gemaral | Suppoit

Connachon shatus
| Addiess Tupe
L |P Address
Subret Mask:

Diedaul Gateway

Aszigred by DHCP
192 1688100
265250 2650

19216881

[etals |

Fepai

wirddowe did mol detec! poblemes with this
corpmchon: [Fpou cannot cormeact, chck

Hepsi

Cose_|

After IP setting, check it by ping. Click Windows start menu, run, execute “cmd”
command. Input “ping 192.168.8.1" in the DOS window.

swDocuments and Settingsstttdping 192 .168 8.1

Pinging 192.168.8.1 with 32 hytes of data:

Jezstination
ination
tination
Destination

ing statisti
Packets:

- unreachahle.

~ 192 168 .B.1:

4. Received = B. Lost 188+ loss>.

timed out.
Request timed out.

Regueszt timed out.

This information means the connection is failure. If so, please check the network
cable connection and IP address setting, and can refer to Chapter 4.9.

3.2.2 Log into Router

® Open the Web Browser, and type http://192.168.8.1 into the address field and

16
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press Enter bottom in your computer keyboard.
® Type User Name “admin” and Password “admin” in the pop-up Login Window,
and then press the “Apply” button.

Connect o 192.168.8.1

Celd Router

Lser name: Q| w

Passward;

] Remember my password

Lo [ concel |

® |f you type into the correct User Name and Password, you will get the access
into the Router’'s Web Management Page.

Ethernet Port Status

L JL AL JE L]

LANT LANZ LAN3 LAN4  WAN

Access Point Status

System Info

Series |RF-R586

18N 086412100296

Software Version [2.2.11 (Oct 20 2012)
Hardware Version 11.0.0

‘System Up Time 22 min

|Dpefaﬁun Mode |Gatewa}f Mode

Cell Modem |HUAWEI-EM770_820_Series
IMEIESN 354283040340808

Sim Status |SIM ready

Selacted Network |AUTO

|Rag5temd Network !Registereﬁ on Home network: "460017,2

17
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3.3.1 Main Menu as below Picture

Ethernet Port Status

L L JE JE L]

LANT LANZ LAM3 LAN4  WAN

Access Point Status

System Info

|Series |RF-R586

‘SN 086412100296

\Software Version 2.211 (Oct 20 2012)
Hardware Version 11.0.0

ISys!l}mUpTTme i22 min

|{}pa{a§m Mode |Gatewaj.r Mode

\Cell Modem |HUAWEI-EM770_820_Series
IMEVESN |354283040340508

|Sim Status |SIM ready

'Selected Network |AUTO

|Rag'5te*fan Network !Registereﬁ on Home network: "4600172

18
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open all | close all Operation Mode Configuration

3 Router You may configure the operation mode suitable for you environment.

Status

|| Operation Mode

if DT

] Link Backup i) Bridge:

L) GPs All ethernet and wireless interfaces are bridged into a single bridge interface.

L] SMS/Voice @ Gateway:

|_1 VRREF The first ethernet port is treated as WAN port. The other ethernet ports and the wireless
B[] Internet Settings interface are bridged together and are treated as LAN ports.

-] VPN ©) AP Client:

FE-__] WIFI The wireless apcliinterface is treated as WAN port, and the wireless ap interface and the
H4 7 Firewall ethernet poris are LAN ports.

-] Administration
Ethernet wan port as wan in AP Client Mode:  [7]

MAT Enabled: Enable -

TCP Timeout: 180

UDP Timeout: 180

| Apply || Cancel
> Bridge
All Ethernet and wireless interfaces are bridged into a single bridge

interface.
> Gateway

The first Ethernet port is treated as WAN port. The other Ethernet ports and the
wireless interface are bridged together and are treated as LAN ports.

» AP Client
The wireless apcli interface is treated as WAN port and the wireless ap interface
and the Ethernet ports are LAN ports.

> NAT
Network Address Translation

Normally and default we select “Gateway mode”, and keep all other parameters as default.

19
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spen all | close all Wide Area Network (WAN) Settings
j _RUUtEf You may choose different connection type suitable for your environment. Besides, you may also
;---1_'] Status configure parameters according to the selected connection type.
~{ ] Operation Mode
) EF
4 Link Backup
3 GPS WAN Connection Type: Cell Metwork -
----- SMS/Voice
Cell Mode
iﬂall Modem | HUAWEI-EMT70_820_Series -
;Modem Description iHU.&‘.“.’EI WCDMA 3G modem
- | DHCP clients iNetwork Type | AUTO -
- | WPN Passthrough ID line Mod |IK Al =
L Setic Rk |Online Mode | Keep Alive -
- ' ; [ [ =
lj Dynamic Routing |Parameter Groups | WCDMA | View || Delete
QoS L : =
[ snme ‘ II Advance Parameter Groups ]
-1 ) cell IEMP Check ‘ T

[ =
.Y Lo Interface II Advance Cell Options ]

B_] VPN MAC Clone

B ] Firewall iEnabIed ! Disable -

] Administration I Apply l [ Cancel ]

> WAN Connection Type
Support Static IP, DHCP, PPPoE, L2TP, PPTP, CELL Network.

3.3.3.1 WAN — Cellular Network

> Cell Modem
System supports different cell modem. Default, the router is with right Cell Modem name
before shipment. If you replace with other different Cell Modem, must select
AUTO_DETECT and click Apply button to reboot the router, the router will automatically
check the Cell Modem name.

Notes: the Cell Modem Type was marked on the back of the router.
For example, it shows the following picture. RF-R586 is the router series name.
And the EM820w Cell Modem is the Cell Modem name.
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Cellular Router c €
Cell Modem: EM820w

http://192.168.8.1 F@
B

(AR DL LR LY 1
12101103

» Modem Description
It will display related description after the RF-R586 router detects the Cell Modem.

> Network Type
Select the type. Different Cell Modem supports different types. Default select AUTO.

> Online Mode
Keep Alive : means always online. The router will keep online whatever there is data for

transmission or not.
On Demand : The router will dialup when there is data for transmission.

Online Mode On Demand -

Idle Time (minutes); 5

Idle time (minutes): fill in the time. For example, fill in 5, the router will offline after 5
minutes if there is no data for transmission.
On Time: router dialup or offline with schedule. Totally supports 4 groups.

{Online Mode On Time -

{set NTP Server in management page before used.
|example:15:50—22:30

> MAC Clone
Enable and disable the MAC clone function.

> Parameter Groups
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APN Group Option

Marks

AUTO Only keep for future use. Normally do not select this

WCDMA If your router is 4G LTE or WCDMA
HSPA/HSDPA/HSUPA/HSPA+/EDGE/GPRS/GSM
version, please select this one

CDMA If your router is CDMA2000 EVDO or CDMA1x
version, please select this one

TD-SCDMA If your router is TD-SCDMA HSDPA/HSUPA version,

please select this one

User-defined (only
show after user defined
one)

If you add one APN group with your defined
parameters, please select this one

» Advance Parameter Groups

Click Advance Parameter Groups, Cell Modem Parameters Groups expand. Define one
APN Group to fit your network and sim card.

Cell Modem Parameters Groups

Parameters Groups MName WCDMA test

Dialup *00&

APM I 3gnet

User | wap

Password wap

.Command

Auth Type AUTO v
Fin Code |

.Lcu:al IP

MTU

Maote:

. If change this parameters groups, please press Add/Edit
button first!

Advance Parameter Groups |
| Add/Edit |

| Advance Cell Options |

Fill in the related parameters. And DO NOT FORGET TO CLICK “Add/Edit” button.

Parameters Groups Name : you can fill in the name freely. But keep No Space between

characters.
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|Parameters Groups Name WCDMA_test E Right name
|Parameters Groups Name WCDMA test E Wrong Name
{Parameters Groups Name | WCDMA test E Wrong Name

Dialup : fill in the related parameters. Get this parameter from the Sim Card Provider or
Carrier;

APN: fill in the related parameters. Get this parameter from the Sim Card Provider or
Carrier;

User: fill in the related parameters. Get this parameter from the Sim Card Provider or
Carrier; If yours has no user name, please input out default value, otherwise the router may
not dialup. Our default value for GSM/WCDMA/LTE is “wap”, and for CDMA/EVDO is
“card”.

Password : fill in the related parameters. Get this parameter from the Sim Card Provider or
Carrier; If yours has no user name, please input out default value, otherwise the router may
not dialup. Our default value for GSM/WCDMA/LTE is “wap”, and for CDMA/EVDO is
“card”.

Command : this is for command to control the module or router. Normally is for debug use.
Auth Type : Three options (AUTO, PAP, CHAP/MS-CHAP/MS-CHAP2). Please confirm
your carrier provide the types of authentication. Normally select AUTO. If not work, try to
use PAP or CHAP.

PIN code: if necessary. Most of sim card has no PIN code, and then keep it as blank.

Notes: Please press Add/Edit button to add your defined APN parameters. At Parameter
Groups, it will automatically choose the defined APN Parameter Groups.

» Advance Cell Options
Notes: If you don't know advance cell parameters very well, please keep default

settings. Otherwise the router may not work.

Click Advance Parameter Groups, Cell Modem Parameters Groups expand. 2™ click to
contract.
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Cell Options Advances Settings

LCP ) Disable @ Enable interval{sec); 10
PAF IZ) Disable @ Auto
CHAF &) Disable @ Auto
MS-CHAP i) Disable @ Auto
MS-CHAP-2 i) Disable @ Auto
Compression Control Protocal i@ Disable () Require
Addressi/Control Compression @ Dizable ) Require
Protocal Field Compression i@ Disable ) Require
VJ TCRAP Header Compression @ Disable ) Require
Connection-0 Compression @ Disable ) Reguire
BSD-Compress compression @ Disable ¢ Reqguire
Deflate compression @ Disable ©) Require
MFPPE Encryption @ Dizable ) Enable
MPPE 40bit @ Disable (O Enable
iReﬁ;sE Stateless Encryption @ Disable ) Enable
More Options {~ for separate) I

LCP: ppp dialup monitor. At interval(sec), fill in the time for every check. For example, if
fill in 10, the router will get LCP check every 10 seconds.
Other parameters: user can disable or enable or define it.

Warmly Reminding: do not forget to click Apply button after setting.

3.3.3.2 Cell ICMP Check
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ICMP check and Reboot Settings

Active

., google. com [ Hozt/IF check ]
Check method

112.134. 33.8 | Host/IP check |
Check interval time (sec) &0 (G0-BE400)
Check Count 3 [3-1000)
Reboot Count Before Sleep 3 (2-50)
Sleep Time (min) 5 (0-43200)

Comment: Itis only used for Cell Keep_Alive and On_Time mode! if you active link_backup you
mask set the interval bigger the 3 min

Active: tick it to enable ICMP check feature

Check method: fill in checking domain name or IP. Click HOST/IP check button to verify
before using it.

Check interval time (sec): set the interval time of every check

Check Count: set the checking count number

Reboot Count Before Sleep: RF-R586 Router will sleep to stop checking after failed
with set times.

Sleep Time (min): RF-R586 Router sleep timing before resume check.

Example with above picture:

RF-R586 Router check “www.google.com” and “112.134.33.8", it will check 3 times. After
the previous check, it will do next check after 60 seconds. Totally it will check 3 times. If 3
times all failed, RF-R586 Router will reboot. If reboots 3 times continuously, RF-R586
Router goes to sleep to stop checking. The sleep time is 5 minutes. After 5 minutes,
RF-R586 Router resume to cycle the checking.

3.3.3.3 AP Client mode (WiFi Client)

Set RF-R586 as an AP client, RF-R586 will connect the upper WiFi router or WiFi AP.
Stepl)

RF-R586 web -- Operation Mode — Choose “AP Client”, and click apply button. Wait some
time until the RF-R586 make the setting works.
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open all | close all Operation Mode Configuration

J Router You may configure the operation mode suitable far you environment.

= |_‘| Status

& Operation Mogs>

=) DTU

[ Link Backup ) Bridge:

-—1 GP3 All ethernet and wireless interfaces are bridged into a single bridge interface.

,_1 SMS/Voice ) Gateway:

L) vrrP The first ethernet port is freated as WAN port. The other ethernet ports and the wireless

£l Internet Settings
i ]_] WAN

giedace are bridged together and are treated as LAN poris.

{] LAN The wefiess apcli interface is treated as WAN port, and the wireless ap interface and the
| | DHCP clients ethernet ports are LAN ports.
{1 VPN Passthroudh
{_] Static Routing Ethernetwan port as wan in AP Client Mode:  [7]
L] Dynamic Routing NAT Enabled: Enable =
L] gos
[ snmp TCP Timeout 180
L] Cell ICMP Check e .
I 1Y LoInterface HIREDAE 180
B VPN
B WIFT Apply | Cancel

The router will switch to AP Client mode.

Step2)

WIFI — AP Client

Here fill in the parameters.

SSID: input the WiFi router’s SSID

Security Mode: choose correct one to match the WiFi router/AP you want to connect.
Encryption Type: choose correct one to match the WiFi router/AP you want to connect.

open all | close all AP Client Feature
L’J Router You could configure AP Client parameters here.
- Status
-] Operation Mode
'Ij DOTU
L] Link Backup AP Client Parameters
'Ij GPS
- SMS/\Voice 551D RFoG
~] VRRP
#- ] Internet Settings MAC Address (Optional)
v Security Mod WPAZPSK
B9 WIFI ecurity Mode -
-] Basic Encryption Type AES -
-] Advanced
- Security Pass Phrase T
'IJ wDs
- ] WPS Apply Cancel
Cecd
-] Station List
-] Statistics
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Step3)
WIFI -- Basic
|$|---_‘| WIFI

I .....
----- {1 advanced

----- [ Security

Here please select the right channel the same with the upper WiFi Router/AP you want to
connect.

Basic Settings

(INhis is from the upper WiFi Router/AP

Wireless Metwork Mode:  B/G/N-Mixed -

Wiraless Channel: 9-2452GHz -

Multiple BSSID: @ Enabled ! Disabled
SS5ID 551D Name SSID Broadcast ‘
SSID1 RFoG  Enaver 5| |
SSID2 RF0G2 Disabled + ‘
SSID3 Enabled l
55104 Enabled ‘

Then choose the same Channel in RF-R586 router as follows,

Broadcast Metwork Mame (S510) @ Enable ) Disable

AP Isolation (0 Enable @ Disable
MBSSID AP Isolation ) Enable @ Disable
BSSID 08:66:01:00:07:C2
Frequency (Channel) 2452MHz (Channel 9)
Step4)

Internet Settings — WAN
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Wide Area Network (WAN) Settings

You may choose different connection type suitable for your environment. Besides, you may also
configure parameters according to the selected connection type.

WAN Connection Type: OHCP (Auto config) | -
Hostname
(optianal)
Enabled Disable -
[ Apply ] [ Cancel ]

At “WAN Connection Type”, choose “DHCP (Auto Config)”, and click “Apply” button. The
RF-R586 router will automatically connect the WiFi Router and get local IP from the wifi
router. You can check at status info page.

3.3.3.4 WAN — PPPoE (xDSL)

Set RF-R586 WAN via PPPoE, RF-R586 will connect the upper PPPoE modem.

Step 1)
Connect RJ45 cable between PPPoOoE modem to RF-R586 WAN RJ45 port. Once it's
connected, the RF-R586 Web Ethernet Port Status will display.

Ethernet Port Status

IR | I | Oy

LAMT LANZ LAMI LAN4E  WAN

Notes: you may not see the WAN RJ45 connection status. But it will flash to fresh the status
every 30 seconds. Or you can manually flash to fresh.

Step 2)
RF-R586 web — Operation Mode, choose “Gateway” mode
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™ Bridge:
All ethernet and wireless interfaces are bridged into a single bridge interface.

@ Gateway:
The first ethernet port is treated as WAN port. The other ethernet ports and the wireless
interface are bridged together and are treated as LAN ports.

) AP Client:
The wireless apcli interface is treated as WAN port, and the wireless ap interface and the
ethernet ports are LAMN ports.

RF-R586 Series Industrial Grade Cellular Router

Step 3)
RF-R586 web — Internet Settings — WAN — WAN Connection Type, choose “PPPoE
(ADSL)”

VUAN Connection Type: FPFPFoE (ADSL) >
User Name 280014387653 '
iFasswnfd i (IIITITITIT]
Verfy Passward | -------|-|
i ! Keep Alive
Operation WMode iKeep Alive Mode: Redial Period 60 senconds
EDn demand Mode: Idle Time |- minutes
!Enahled | Disable -
[ Apply J | Cancel |

WAN Connection Type: choose “PPPoE (ADSL)"
User Name: fill in the PPPOE username
Password: fill in the PPPoE password
Operation Mode:
Keep Alive: PPPoE will keep online whatever if there is data transmission.
Fill in the Redial Period time.
On Demand: PPPoE dialup with data transmission demand.
Set the Idle Time. PPPoE will be offline if the set idle time has no data
transmission.
Manual: need manually dialup.

Click “Apply” button.

Step 4)
RF-R586 web — Status, it display the WAN IP once the PPPoE is online.
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Internet Configurations

ECunneded Type -

\WAN IP Address |1osa1a14]| |
Subnet Mask |256.256.255.255

\Default Gateway 1119.59 1411

11162781
11162783
|MAC Address EDE:EE:UTDD:D#:AD

| 4 .
[Frimary Domain Name Server

iSemndanf Domain Mame Server

3.3.3.5 WAN — STATIC (fixed IP)

Set RF-R586 WAN via STATIC fixed IP, RF-R586 will connect the upper router via STATIC
fixed IP.

Step 1)
Connect RJ45 cable between Upper Router LAN RJ45 to RF-R586 WAN RJ45 port. Once
it's connected, the RF-R586 Web Ethernet Port Status will display.

Ethernet Port Status

IR | I | Oy

LAMT LANZ LAMI LAN4E  WAN

Notes: you may not see the WAN RJ45 connection status. But it will flash to fresh the status
every 30 seconds. Or you can manually flash to fresh.

Step 2)
RF-R586 web — Operation Mode, choose “Gateway” mode

) Bridge:
All ethernet and wireless interfaces are oridged into a single bridge interface.

@ Gateway:
The first ethernet port is treated as WARN port. The other ethernet pors and the wireless
interface are bridged together and are freated as LAN ports.

) AP Client:
Thewireless apcli interface is treated as WAN port, and the wireless ap interface and the
ethermnet ports are LAMN ports.

Step 3)
RF-R586 web — Internet Settings — WAN — WAN Connection Type, choose “STATIC (fixed
IP)”
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VAN Connection Type: STATIC (fixed IP) -
1P Address | 192.168.1.128
i-SuhnetMach | 255 255 255 0)
!-DETE ult Gateway | 192.1658.1.1
%F'ﬁmar].rDNS Senver 192.165.1.1
!Secnndary DME Server 8.6.8.8
iEnahled ! Disable ~
| Apply I I Cancel I

® WAN Connection Type: choose “STATIC (fixed IP)”

® [P Address: fillin one IP Address. This IP Address should be same range of the Upper
Router. For example, the Upper Router LAN IP is 192.168.1.1 and Subnet Mask is
255.255.255.0, you can fill in the parameters as above.

® Subnet Mask : fill in the Subnet Mask from the Upper Router.

® Default Gateway : fill in the Upper Router’s Gateway IP.

® Primary DNS Server : If your Upper Router supports DNS proxy, fill in the Upper
Router’s LAN IP as Primary DNS Server. Or you can fill in the correct DNS Server IP.

® Secondary DNS Server : Fill in a working secondary DNS Server IP.

Click “Apply” button.

Step 4)

RF-R586 web — Status, it display the WAN IP once the STATIC (fixed IP) is online.
\Connected Type STATIC

\WAN IP Address 192.168.1.128

\Subnet Mask |255.255.255.0

EDBTauIt Gateway |192.1EE.1.‘1

Primary Domain Name Server [192.168.1.1

E-Secnﬂdary Domain Mame Sener -!B.E.B.E

\MAC Address 02:66:01:00:04:A0

3.3.3.6 WAN — DHCP (Auto config)

Set RF-R586 WAN via DHCP (Auto config), RF-R586 will connect the upper router via
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DHCP.
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Step 1)
Connect RJ45 cable between Upper Router LAN RJ45 to RF-R586 WAN RJ45 port. Once
it's connected, the RF-R586 Web Ethernet Port Status will display.

Ethernet Port Status

CJC AL I0 1 B3

LAMT LANZ LAMI LAN4  WAN

Notes: you may not see the WAN RJ45 connection status. But it will flash to fresh the status
every 30 seconds. Or you can manually flash to fresh.

Step 2)
RF-R586 web — Operation Mode, choose “Gateway” mode

™ Bridge:
All ethernet and wireless interfaces are bridged into a single bridge interface.

@ Gateway:
The first ethernet port is treated as WAN port. The other ethernet ports and the wireless
interface are bridged together and are treated as LAN ports.

) AP Client:
The wireless apcli interface is treated as WAN port, and the wireless ap interface and the
ethernet ports are LAMN ports.

Step 3)
RF-R586 web — Internet Settings — WAN — WAN Connection Type, choose “DHCP (Auto
config)”

VWAHN Connection Type: DHCP (Auto config) =
iHustname I '
|{optional) |
Enabled | Disable ~

| Apply | I Cancel |

® \WAN Connection Type: choose “DHCP (Auto config)”
Click “Apply” button.

Step 4)
RF-R586 web — Status, it display the WAN IP once the DHCP (Auto config) is online.
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\Connected Type \DHCP

\WAN IP Address [192.168.1.103]
\Subnet Mask 255.255.255.0

Default Gateway 192.168.1.1
Primary Domain Name Server 1192.168.1 1
Secondary Domain Name Server 1192.168.1.1
\MAC Address |08:66:01:00:04:40

3.3.4 LAN Settings

Elf_—j Internet Settings
) e

~{ | DHCP clients

- L] WPN Passthrough
-] static Routing

-] Dynamic Routing
| Dynamic Routing List
0 Qs

“] SNMP

) Cell ICMP Check
| Lo Interface
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LAN Setup

IP Address 192 168.8.1
iStJhﬂ_etMasic 255 255,255 0
|Li’ﬁN 2 | {7 Enable @ Disable
LAN2 IP Address [ |
LAN2 Subnet Mask _ |
MAC Address |08:66:01:00:04:A1
DHCP Type _ W
Siart IP Address | 192 168.8.100
End IP Address | 192 168.8.200
SubnetMask | 255 255 255 0
Primary DNS Server | 168 95 1.1
Secondary DINS Server | 8.8.8.8
Default Gateway | 192 168.8.1
Lease Time | 86400

Setting the LAN parameters, include IP address, sub mask, VLAN, DHCP, etc.

3.3.4.1 Router Gateway IP

Default, the Router LAN IP is 192.168.8.1. If users want to modify it, please change the
related parameters.

34



@ Radio Frequency over Glass
RF-R586 Series Industrial Grade Cellular Router

I Address 192.168.11 | j

Subnet Mask 255 255 255 0

LAN 2 ") Enable @ Disable
LANZ IP Address I
LANZ Subnet Mask [

\MAC Address |08:66:01:00:04:A1

DHCPF Type | Server ~

Start IP Address | 192 165.1.100

EndiP Address | 192 168.1.200

SubnetMask | 255 255 255.0

Primary DNS Server | 168 9511

Secondary ONS Server EB B B

Default Gateway| 192.168.1.1 ]

Leasa Time | 85400

IP Address: change the value you need

Start IP Address: for DHCP start IP

End IP Address: for DHCP end IP

Default Gateway: manually change it after you modify the IP Address.

3.3.4.2 MAC binding

RF-R586 Router supports 3 groups of MAC Binding. The parameter value format is as
followed picture.

MAC: 00:21-86:61-7A-88

Statically Assigned -
P 192.166.8.2

g 3 [MALC:
Statically Assigned -

Statically Assigned
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3.3.4.3 DNS Proxy
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RF-R586 Router default enables the DNS Proxy. With this, the RF-R586 router can get
DNS automatically and assigned to the PC/Device. If disable the DNS Proxy, please
input correct DNS for your PC/Device, otherwise, it may not work correctly.

EDNS Proxy Enable -

3.3.5 DHCP Client

DHCP Client List

You could manitor DHCP clients here.

DHCP Clients

‘Hostniame | MAC Address |IPAddress | Expiresin|

List the Clients which gain IP address from DHCP.

3.3.6 Configure Static Routing

This section mainly introduces what is Routing Table and how to configure static
router.
® Routing Table

This page shows the key routing table of this router.

Current Routing table in the system:

|ﬁ| Destination | Metmask | Gateway IFIags !Metric-%[U_se-ilnterface.immment
- o o [o [wan
1 |10.64.64 64 255255255255 | 0.0.0.0 5 |0 [0 o |

| |_|_ |(ppp0)
IE 255255255255 |255.255.255.255 (0.0.0.0 5 IEI il:l EU !lt_tirg}
- ! [P P PR WYY
13 |192.168.8.0 (2652662660 (0.0.0.0 1 |0 L LU
| | I I ..
L4 | . T
s |oooo 10.0.0.0 10646464/3 |0 |0 |0 |WAN
- | . © 7 7 |tered)

® New Static Router
This page is about how to set static routing function of the router.
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Add a routing rule

|Destination

.REII'IEIE | Host =
|Gateway -

:Interface I LAN - -
El:?mmment |

Destination : please enter Target Host or IP network segment
Range: Host or Network can be chosen

Gateway : IP address of the next router.

Interface : You can choose the corresponding interface type.
Comment : some notes

Notice:
> Gateway and LAN IP of this router must belong to the same network
segment.

> If the destination IP address is the one of a host, and then the Subnet Mask
must be 255.255.255.255.

> If the destination IP address is IP network segment, it must match with the
Subnet Mask. For example, if the destination IP is 10.0.0.0, and the Subnet
Mask is 255.0.0.0.

3.3.7 VPN

Notes: the following VPN configuration manual may be out of date. We update the
IPSec and PPTP configuration in another manual. Please refer to manual of
“RF-R586_H820 VPN_Usermanual_Eng.pdf”.

3.3.7.1 IPSEC
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Ipsec VPN
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Jsing IPSec protocol to achieve remote access.

IPSEC Vpn List

M. State | hame service mode Remote Gateway  Local Address  Eemote Address
1 [W/| Enabled jordan client 1858171180 18921681.0 1010100
[ Enable | | Disable | [ Delete | [Edit |

|  Add Application

IFSec connect name jordan

wou can input DEV+DevicelD+[..] to hind device
example:DEVZET 280052F 241452 vpnt .com

service made client =

Mode Agorezzive =

Remaote IPSec gateway

Local IP address
WP IP address

IP subnet mask

Femote IP address
WP IP address

IP subnet mask

Key Exchange Method

Althentication
FPre-Shared key

Perfect Forward Secrecy

MAT Traversal

Advanced IKE Settings

Iﬂpply | | Cancel |

195. 8. 171, 180

| Subnet - |

182.168. 1.0
266, 2685, 265. 0

Subnet -

10.10.10.0
266, 2685, 265. 0

buto (IEE) -

|PriShared Kev = |

Enable =

V]

Show Advanced Settings

e
et

> IPsec connect name : make sure the name in client and server are same, we
suggest to use domain name (111.vpnl.com). if you want to build a point-to-point
channel, the IPsec name have to be written as DEV+equipment ID+name
(DEV281250D52F2A1452.vpnl.com), and make sure both the client and server
are inputing Client equipment ID. You can find RF-R586’s ID in the Status
interface.
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Service Mode : Server/Client
Mode : Main/Aggressive. The Aggressive mode is commonly used.
Remote Gateway : This choice just appears in the Client mode and it is used to fill
the IP address in the Server.
Local IP address : Fill LAN IP of this device. You can fill an IP or a network
segment.
Remote IP address : Fill the IP of the other router.
Authentication : Commonly, Pre-Shared Key is chosen. And the Client and
Server must choose the same key.
Advanced AKE settings: There are some encryption methods in this field. You
must use the settings in this field when VPN tunnel needs to be built between
RF-R586 and other brand VPN server.
Example: Connected cisco 7200 and RF-R586
How to config RF-R586 as VPN clinet
IPsec Name: make sure the name in client and server are same, we suggest to
use domain name(111.vpnl.com). if you want to build a point-to-point channel,
the IPsec name have to be written as DEV+equipment
ID+name(DEV281250D52F2A1452.vpnl.com), and make sure both the client
and server are inputing Client equipment ID. You can find RF-R586’s ID in the
Status interface.

IPSec connect name Jjordan

you can input DEV+DevicelD+[...]ta bind device
example DEYZ2E1250D52F 241452 vpnl .cam

service mode client =

Mode bArzreszive -
Remuote IPSec gateway 196.8.171. 180
Local IP address | Subnet - |
YWEM P address 182,168, 1.0

IP subnet mask 265, 265, 2566.0
Remote IP address Zubnet -
YWEM P address 10,10, 10.0

IP subnet mask 265, 265, 2566.0

Key Exchange hethod Auto(TEE) «
Authentication |Pre—5hared Eev = |
Fre-Shared kKey (TTTITT Y]

FPerfect Forward Secrecy Enahle -

AT Traversal v
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-

Advanced IKE Settings : Hide Adwanced Settings
Phaze 1

Encryption JDES -

Integrity Algorithm SHAL «

Select Diffie-Hellman Group for kKey Exchange W‘

Key Lifetime 3600 Seconds
Phase 2

Encryption |3DES—v|

Integrity Algarithim SHAL -

Select Diffie-Hellman Group far Key Exchange IW'

Key Lifetime 28800 Seconds

bpplyw [ Cancel |

How to config CISCO 7200 as VPN Server

crypto keyring jordan
pre-shared-key hostname jordan key test

crypto isakmp profile jordan
description rfog poland
keyring jordan

match identity host jordan
keepalive 60 retry 10

crypto ipsec transform-set vpnset esp-des esp-sha-hmac

crypto ipsec profile jordan
set transform-set vpnset
set isakmp-profile jordan

crypto dynamic-map jordan 1
set security-association lifetime kilobytes 536870912
set security-association lifetime seconds 43200
set transform-set vpnset
set isakmp-profile jordan
reverse-route
crypto map COREVPN 26 ipsec-isakmp dynamic jordan

3.3.7.2 PPTP
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PPTP
PPTP VPN Settings

PPTP VPN Active

PPTP User [vpruser

PPTP Password |"""""

PPTP Server 190,54, 34. 131

Remote Lan/Mask 192,168, 130. 0 ;24
Local PPTFP IP dhep -

MPPE Encryption

40 bit Encryption{Defaultis 128 bit) E

Refuse Stateless Encryption

MPPC B

PPTP feature works as Client only.

YV V. V V V V

A4

PPTP VPN Active : tick it to enable VPN feature.

PPTP User: fill in the right username, which is from the PPTP Server.

PPTP Password: fill in the right password, which is from the PPTP Server.
PPTP Server: fill in the PPTP Server is IP address or domain name.

Remote Lan/Mask : fill in the PPTP Server’s LAN range and submask.

Local PPTP IP : default chooses “dhcp”. If choose “static”, please fill in a local
PPTP assigned IP, which depends on PPTP Server’s settings.

MPPE Encryption: tick it or not depends on PPTP Server’s settings.

40 bit Encryption(Default is 128 bit) : tick it or not depends on PPTP Server’s
settings.

Refuse Stateless Encryption : tick it or not depends on PPTP Server’s settings.
MPPC: tick it or not depends on PPTP Server’s settings.

Click “apply” button to activate the settings. The PPTP client will try to connect the PPTP

Server

automatically. See example of Chapter 5.8.
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3.3.7.3 L2TP

RF-R586 Series Industrial Grade Cellular Router

L2 TP

LZTP VPN Settings

L2TP VPN Active ]
L2TP User |

L2TP Password |

L2TP Sener

Remote Lan/Mask I

Local PPTR IP dhep -

MPPE Encryption I

L2TP feature works as Client only.

3.3.7.4 Tunnel

Tunnel Feature
The RF-R586 Tunnel feature supports two GRE.

GRE1

GRE VPN Active ]

Remote Address =

Local Address
Local tan gateway *

Remote Lan/Mask * |
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GRE2
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GRE VPN Settings
(GRE VPN Active F

Remuote Address

Local Address

Local an gateway *

Remote Lan/Mask * /

IP Tunnel Feature

IP Tunnel

IP Tunnel Settings

IP Tunnel Active [

Remote Address *

Local Address

Local lan gateway ®

Remote Lan/Mask * !

3.3.8 DTU Settings (Serial to Cellular Gateway Feat ure)

Notes: this feature is for RF-R586 with DTU option only.
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diu status o ow

RF-R586 Series Industrial Grade Cellular Router

DTU Serial setting

.senal baudrate GE00 - bps

SEfkal party note

serial databits B = his

senal stopbis 1 = pits

sarial low canfral T -

mods client =

Protocal tep w

server 1 g 1% 111, 12V 22 5000

sanver 2 192, 168. 8. 101 5000

safver3 192, 168, 8, 102 5000

sanverd | 192, 16E. 8, 100 5000

Send hear baat on v

hieant beat intenval ime (units) &

hean beat information e DTU_heart

send delay imefunitms) 200

Add id stnng ta head In_o0d1 add o heardbeat info
|.2ppy |

This section is mainly about DTU settings.
® DTU status: open and close DTU

DTU Serial setting

® serial baudrate: support
300/1200/2400/4800/9600/19200/38400/57600/115200bps

@ serial parity: support none/odd/even

® serial databits: support 7 bits and 8 bits

@ serial stopbit: support 1 bits and 2 bits

® serial flow control:  support hardware/software

DTU config

® mode: can configure as client or server.

® Protocol: support TCP/UDP

® server 1~server 4: fill in the centre server IP or Domain name and port. If you
configure one server, the data will transfer to this server. If you configure one
more servers, the data will transfer to all the servers at the same time.

@® Send heart beat: open or close heart beat.

® heart beat interval time: set interval time to send each heart beat

® heart beat information: define the content of heart beat
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® send delay time: send waiting time to send data.
® Add id string to head: add an ID string in the data or heartbeat.

3.3.9 SMS/Voice Control

Notes: this feature is for RF-R586 with SMS/Voice option only.

3.3.9.1 SMS

Step 1) click “SMS/Voice”

'y Router

Y Status

£+ ) ‘Operation Mode
L DTy

i1 Link Backup

i ) GPS

A1) SMS5\Voice
4 ] VRRP

Step 2) Activate the SMS feature
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SMS/Voice Settings

SMSVoice Command Settings

MessagelVoice status on v

ophonemumoor |
number 1 |13798257916] [F] voIcE [F] ALARM
number 2 [ sms [ voice [T ALARM
number 3 [ sms [ voice [£] ALARM
number 4 [ sms [ voIiCE [T ALARM
number 5 [7] sms [C] voicE [T] ALARM
number & [ sms [ voice [C] ALARM
number 7 [ sms [ voIcE [£] ALARM
number 8 [l sms [E] voiCE [T ALARM
number 9 [F] sms [C] voICE [C] ALARM
number 10 [ sms [ voice [T ALARM

Message/Voice status: select “on” to enable SMS feature. “off” to disable SMS feature.
Telephone number: Sender’s phone number input. Totally can input 10 groups.

Number 1....10: input the dedicated sender’s phone number. Do not forget to Tick “SMS”
Step 3) Define the SMS command
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SMS Command on -
(Send ack SMS | on v
‘Reboot Router Command reboot

Get Cell Status Command cellstatus
[Cell link-up Command | cellup

Cell link-down Command | celldown
IDIC_0 Set Command | diall
'DIO_0 Reset Command aio00
IDI2_1 Set Command | dioll
DIO_1 Reset Command o

| DI Status Command diostatuz

SMS Command: select “on” to enable it. “off” to disable it.

Send ack SMS: If select “on”, the router will send command feedback to sender’s phone number. If select
“off”, the router will not send command feedback to sender’s phone number.

Reboot Router Command: input the command for “reboot” operation, default is “reboot”.

Get Cell Status Command: input the command for “router cell status checking” operation, default is
“cellstatus”. For example, if we send “cellstatus” to router, router will feedback the status to sender such as
“Router SN: 086412090002 cell_link_up”, which indicated the router SN number and Cell Working Status.
Cell link-up Command: input the command for “router cell link up” operation, default is “cellup”. If router gets
this command, the Router Cell will be online.

Cell link-down Command: input the command for “router cell link down” operation, default is “celldown”. If
router gets this command, the Router Cell will be offline.

DIO_0 Set Command: input the command for I/O port 0. For SMS feature, please keep the parameter
default.

DIO_0 Reset Command: input the command for I/O port 0. For SMS feature, please keep the parameter
default.

DIO_1 Set Command: input the command for I/O port 1. For SMS feature, please keep the parameter
default.

DIO_1 Reset Command: input the command for I/O port 1. For SMS feature, please keep the parameter
default.

DIO Status Command: input the command for I/O port status. For SMS feature, please keep the parameter
default.

appl
Step 4) Click button to save

Note:
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1) SIM Card inserted in the router must support SMS or Voice.
2) Try to add zone code or country code if the command cannot get working.
For example, we set the number 13798257916, and if the command cannot
work, please try to put the country code ex +48.

Here set an example, we set the parameters for SMS/  Voice as above.

1) Use the cell phone 13798257916 to send “down” to the router’s SIM Card
Number, the router will receive the “down” command, and it will be off-line.
And in the System Log, we shall find a info as following marks.

L LA Lodmtmf ot ] B ik et b e et MRl R e

1 : [1552] received m=ag (down ) from [(1379525791la6) !
i) DHORachsnts [1589]' do command {36 Link-down) from {13798257916) !
L] VPN Passthrough |E]: Terlinatiing oo Signol 1o.
e+ 1 Advanced Routing 5]: Script Jetc_ro/ppp/ip-down started (pid 1744)
L] WPHN |E]: zent [LCP TermFedq id=0xZ "Tzer request™]
] CTL 5]: rovd [LCP Termick id=0x:]

5]: Conmection terminated.

SMS Aoice © d
i J ! D“_:E Sy 5]: Connect time 57.4 minutes.
11 Route Fail Gver ki

e i Zent 905 bytes, receiwved 755 bytes.
L) MM E]: dizsconmect script failed
iRy Gps {512 Waiting for 1 child processes...
Ei ™7 wireless Settings E]: goript feto_rospppfip-dovm, pid 1744
B Firewall |51t Zcript fetc_ro/ppp/ip-dovm finished (pid 1744}, status = 0x0

5£]: Connect time 57.4 minutes.

= —1 Adrninistration 5]: 3Zent 9053 bytes, receiwed 758 bytes.
-1 Management 5]: Exit.
-1 Reboot [15582]: receiwved msg (up ) from [(13795257916) !

[1589]: do command (3G Link-up) from (13795257916) !
{63]: pppd 2.4.2 started by admin user, uid 0

: Setti M L |

i —Il S A |133]: Connect script failed

J Status He2on g R =i R 2
3

Ztatistice £

] Upload Firmware

“ ] System Log

[ Refrash || Clear ‘

2) Use the cell phone 13798257916 to send “up” to the router’s SIM Card
Number, the router will receive the “up” command, and it will be online. And
in the System Log, we shall find a info as following marks.
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b]: Exit.
{[1589]) received msg {up | frow (13735257916 !
:[1589] do command (3G Link-up) from (13793257918) !

RF-R586 Series Industrial Grade Cellular Router

open all [ close all

j Cell Router 163]: pIIT 2. 4.2 orOLLEd DF SOmIll monLy min o
,j Jperation Mode 533]: Connect script failed
Fl+— Internet Settings |53]: Serial connection established.
.J WA :_53]: using channel 2
._1 LAN 153]: Uszsing interface pppl
S : 183]: Commect: pppl «<--> Sdewv/ttyUSE0D
J DHCP clients |53]: sent [LCP ConfReq id=0x1 <asyncmap Ox0> <nagic Ox31310540%]
._'] WPM Passthrough 133]: rewd [LCP ConfFeq id=0x3 <asyncmap 0x0> <auth chap MD5> <magic O0x147f
.J &dvanced Routing 183]: sent [LCP ConfRe]j id=0x3 «<pcomp> <accompl]
_1 YRR 533]: rovd [LCP Confick id=0xl <azyncmap 0x0> <magic O0x31310540%]
._1 oL 53] rcwd [LCP ConfFeq id=0x4 <asyncmap 0x0> <auth chap MDS5> <magic Ox147f

(s : :53]: gent [LCP Confldck id=0xd <azyncmap 0x0> <Lauth chap MDS= <magic 0x147f
-] SMS/Voice Command  |537: rovd [LCP DiscReq id=Dx5 magic=Ox147feld]

.J Route Fail Ower 153]: reowd [CHAP Challenge id=0xl <ealec6zi0d4aglyfZcelalfefcc3V86l7:, hame
] sump |53]: sent [CHAP Response id=0x1 «71dd7acldcifc9513Afed93dddafeafiil>, name =
= ._1 =PpS 133]: rcwd [CHAP Success id=0x1 "] |=

|63]: CHAP authentication succeeded

EJ—-' M 53]: sent [IPCP ConfReq id=0xl <addr 0.0.0.0> <ms-dnsl 0.0.0.0> <ms-dns3 (
'?'i_-l Firewall [53]: rowd [IPCP ConfNak id=0xl <ms-dnsl 10.11.12.13 <ms-dna3 10.11.12.1::
-+ Administration |53]: sent [IFCP ConfReq id=0xZ <addr 0.0.0.0% <ms-dnsl 10.11.12,133 «<ms-dr
._1 Managernent {537: rowd [IPCP ConfNak id=0xZ <ms-dnsl 10.11.12.13: <ms-dns3 10.11.12.14:
|_ll L 163]: sent [IFCP ConfReq id=0x3 <addr 0.0.0.0> <wms-dnsl 10.11.12.13> <ms-dr

183]: rocvd [IPCP ConflNak id=0x3 <ms-dnsl 10.11.1E2.13F <ms-dns3 10.11.12.14:
: : 133]: sent [IPCP ConfReq id=0xd <addr 0.0.0.0> <wms-dnsl 10.11.12.13> <ms-dr
) Settings Management |53]: rowd [IPCP ConfNak id=0x4 <ms-dnsl 10.11.12.13> <ms-dns3 10.11.12.14
s Status [531: =ent TTECD CanfRec id=Mvh caddr 000 M sma-dn=] 10 11 17 13 zmq___.-h»'vf
[ Statistics L3l ' o ' [

I “+{ 1 Systam Log I

,_'| Upload Firmware

[Refreah H Clear I

3.3.9.2 Voice

Notes: This feature may not work due to network compatibility or module modem.

Step 1) enable voice feature

SMS5NVoice Command Settings

Messagefoice status an -

Step 2) set the dedicated phone number for voice co  ntrol
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telephone number

number 1 13798257914 [ sus [¥] voice [ ALARM
number 2 [C] sms [ voicE [ ALARM
number 3 [ sms [ voIcE [ ALARM
number 4 [ sms [ voicE [ ALARM
number 5 [C] sms [ voice [C] ALARM
number 6 [C] sms [ voicE [ ALARM
number 7 [ sms [ voIcE [ ALARM
number 8 [ sms [ voicE [ ALARM
number 9 [C] sms [ voice [C] ALARM
number 10 [C] sms [ voicE [ ALARM

Step 3) Configure the voice command

Iwice command

HCell link up
Cell link down
Cell link up and down

® off: disable the voice control

® Cell link up: with this selection, the voice control can only control the Router Cell

online.

® Cell link down: with this selection, the voice control can only control the Router Cell

offline.

® Cell link up and down: with this selection, the voice control can control the Router Cell
offline and online. 1% control to be online, 2" control to be offline.

3.3.9.3 Alarm via SMS

With this feature, the Router will send SMS to pre-defined phone number for warning
and alarm.

Step 1) enable Alarm feature

SM5NVoice Command Settings
Messagefoice status an -
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Step 2) set the dedicated phone number for SMS Alar m

RF-R586 Series Industrial Grade Cellular Router

telephone number

number 1 13798257016 [ sMs [ voIGE @] ALARM
number 2 [ sus [ VoIcE [l ALARM |
numboer 3 | - [ sms [ voicE [T ALARM
number 4 [T sms [ voice [ ALARM
number 5 | [[] sms [C] voIcE [C] ALARM |
numboer & [[ sms [ voice [ ALARM
numboer 7 | - [ sms [0 voicE [T ALARM
number & [ sms [ voice [ ALARM
number 9 | [[] sms [C] voIcE [C] ALARM |
number 10 [ [ sms [ voice [ ALARM |

Step 3) Configure the voice command

SMS Alarm o ow
\Low Signal Alarm (Check Interval:20s) @]
ﬁhen eqgual and lower level(0~2) . II'I'
ﬁheck countfor alarm .1III

|normal signal count for check again _ 8
| apply
normal signal count for check again  : to prevent repeating alarm.

With the setting above, the RF-R586 router checks signal every 20s, if all of 10 times with
signal 0 quality, RF-R586 Router will send Alarm via SMS. After the alarm, this feature will
be locked, but RF-R586 Router keeps checking signal quality every 20s, if continuous 8
times are with signal quality better than 0, the alarm feature will be unlocked, then the alarm
feature starts work again.

3.3.10 Link Backup (Route Redundancy)
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Operation Mode

Active | [#
\Back To Higher Primary When Possible | #

Link Priority Settings

;WAN‘I'. Cellular Wireless | [T1OFF @ High Priority ' Middle Priority © Low Priarity
iWANEZ Wifi DHCP Wireless | [Tl oFF ) High Priority () Middle Priority @ Low Priority
iwma:yﬂnred FPPOE = | [Tl OFF 0 High Priority @ Middle Priority © Low Priority
i.Check-Ccrunt ! 3 (1-20)

é--(:hecklniewm Time(min} | 2 (1-60)

!L.IsadThe Same Method | TES -

!NIWANﬂhECRME'mGd | ping ip - I 220, 181.111. 168 : 110.11.233.8

Operation Mode
® Active: disable or enable the link redundancy
® Back to Higher Primary When Possible:
If you tick this option, once the RF-R586 Router work on backup link, whether it fails or
not, it will return to main link if main link turns to be okay.

If not tick this option, the RF-R586 Router will not return to main link until the current link

fails.

Link Priority Settings

® WANZ1: Cellular Wireless

® WAN2: WiFi DHCP Wireless

® WANS3: Wired XXX (XXX=DHCP, STATIC, PPPOE)

OFF: Check OFF Blank to disable or uncheck to enable the link redundancy
Priority: High Priority, Middle Priority, Low Priority.

Link Check Settings
® Check Count: for example, set it as 3. Router check link live 3 times.
® Check Interval Time(min): for example, setis as 2. Router check link live every 2
minutes.
Used The Same Method:
If set it as YES, WAN1/WAN2/WAN3 use same check IP or domain name from ALL
WAN Check Method.

!NIWANCheckMethud ping ip v |220.18L 111,168 | 110.11.233.8
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If setis as NO, users need set WAN1/WAN2/WANS3 live check IP or domain name
separately.

Used The Same Method JUINI.

WAN1 Check method ping ip + | google.com 118.113. 114, 2
WANZ Check method ping ip = | l63.com 222.113.114. 28
WAN3 Check method ping ip = | 8.8.8.8 112,113, 114, 222

® All WAN Check Method: define the link live check IP or domain name.

How to use Link Backup feature? Here set an example as follows,
RF-R586 WAN RJ45 connects to upper side router LAN RJ45.

Confirm the upper side router connects to internet, and its DHCP is working.
First, Set RF-R586 work mode as default “Gateway mode”.

open all | close all Operation Mode Configuration

You may configure the operation mode suitable for you environment.

----- | ] DHCP clients

----- {1 WwPN Passthrough
""" [ ] Static Routing

""" ! Dynamic Routing
""" {1 Dynamic Routing List
..... ) Qos

----- L] ShMP

----- L] Cell ICMP Check
----- {1 Lo Interface
EH-{_] VPN

F-4~71 \WTFT

Link Backup ©) Bridge:
GPS Al sthermet and wireless interfaces are bridged into a single bridge it
SMS/Voice @ Gateway:
VRRP e ethernet port is treated as WARN port. The other ethernet ports
E-=) Internet Settings interface are bridged together and are treated as LAN ports.
----- [ wan ) AP Client:
..... () LAN The wireless apcli interface is treated as WAN port, and the wireless

ethernet ports are LAMN ports.

Ethernetwan port as wan in AP Client Mode:

MAT Enabled: Enable -
TCP Timeout: 180
UDP Timeout: 180

[ Apply ] [ Cancel

Step 1) activate it. Tick “Active”

Step 2) click at “Back To Higher Primary When Possible”

Step 3) Choose the network priority.

A. Cellular as Low Priority, DHCP as High Priority
With this configuration, the router will work at DHCP mainly, and if DHCP is failed, it
switches to cellular automatically after some time. And it will automatically switch to
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DHCP when DHCP is fixed.

Operation Mode
Active
Back To Higher Primary When Possible

Link Priority Settings

WANM1: Cellular Wireless [C1 oFF @ High Priority © Middle Priority @ Low Priority
WAMNZ: Wifi DHCP Wireless OFF () High Priority @ Middle Priority ©) Low Priority
WAN3 : Wired DHCP - [C] OFF @ High Pricrity ) Middle Priority © Low Priority

Link Check Settings

Check Count E (1-20)

Check Interval Time(min) 2 (1-60)

Used The Same Method TES =

All WAN Check Method ping ip = | 118.113.114. 2 118,113,114, 2

Cellular as High Priority, DHCP as Low Priority

With this configuration, the router will work at cellular mainly, and if cellular is failed, it
switches to DHCP automatically after some time. And it will automatically switch to
cellular when cellular is fixed.

Operation Mode
Active
Back To Higher Primary When Possible

w

Link Priority Settings

WAMN1: Cellular Wireless [C1 oFF @ High Prierity © Middle Priority © Low Priority
WANZ: Wifi DHCF Wireless OFF ) High Priority @ Middle Priority © Low Priority
WANS : Wired DHCF - [C] oFF @ High Priority © Middle Priority @ Low Priority
Check Count 3_ (1-20)

Check Interval Time(min) 2 (1-60)

Used The Same Method TES =

All'WAN Check Method ping ip - | 118.113.114. 2 118, 113.114. 2

DHCP: here can be DHCP WiFi Client.
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Step 4) if Step 3 choose A, please set WAN as DHCP and click “Apply”

-1 ] Operation Mode

RF-R586 Series Industrial Grade Cellular Router

) pTU
] Link Backup
-] GPS WAHN Connection Type: DOHCP (Auto config) | -
-] SMs/\Voice
]J VRRP DHCP Mode
El-7 Internet Settings Hostname
e

~{ ] LAN MAC Clone

j Vo Paeanush Enabled | Disable ~
=] roug

~{ ] Static Routing Apply l [ Cancel l
-] Dynamic Routing
-] Dynamic Routing List

The RF-R586 gets WAN IP and default gateway from the up-side router.

[Product Model |26 Router

|Software Version [24.8 (Aua 5 2011)
rHardware Version -:1.0.0

Device ID |280230312C080435
| System Up Time ._.35 mins, 15 secs
'Operation Mode . :Gatewa}' Mode

ignal Strength 27, (031
Attachment State |comAEVDO HYBRID
[Local IP Address [192.188.8.1
Local Netmask (2552552550
MAC Address [o0:0c 43305277
|Connected Type [DHCP

\WAN IP Address |192 168 0.104
\Subnet Mask 255 265 255.0
\Default Gateway [192.188.0.1
|Prirnary Domain Name Server -:192.158.0.1
iSecondary Domain Mame Server

[MAC Address [on:oc:42:30:32:12

If Step 3 choose B, set WAN as CELL NETWORK and click “Apply”, it will work on cellular
first, and switch to LAN RJ45 cable WAN or WiFi client mode if cellular network is failed.

Notes: for route fail over feature, please first make the main network and backup network
both work before activate the fail over feature.

3.3.11 GPS
Notes: GPS feature is for RF-R586 router with GPS option only.
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ypen all | close all GPS
j Router
- ) Status
-
-} Link Backup GPS Active
(L] GFPS GPS Sendto TCP/TP ~
-] SMS/Voice
1+ Internet Settings socktype top -
~{) WAN
() LAN senver 112,12, 33. 88
-] DHCP clients server port 4000
-] WPN Passthrough
-] Static Routing
-] Dynamic Routing
-] Dynamic Routing List
» WAN Connection Type
® GPS Active : please click it once you need use GPS feature.
® GPS Send to: Choose “Serial” or “TCP/IP” method. The router only receives the GPS

signal, will not process it. It will just send the received GPS signal to your GPS
processor.
If the GPS processor is connected to the 3G Router via Serial Port, then please choose
“Serial”.

If choose “TCP/IP” method, please configure the GPS to NET Settings.

If choose “Serial” method, please configure the GPS to Serial Settings.

GPS to NET Settings

Sock type: tcp or udp

Server: fill in the correct destination server IP or domain name
Server port: fill in the correct destination server port

GPS Settings

GPS Active

e 0 0V

GPS Sendto TCRAIP -

s0ckiype tcp w-

server 112,12, 33. 88

sener port ga0an

> GPS to Serial Settings

@ serial baudrate: 9600/19200/38400/57600/115200bps for choice
® serial parity: none/odd/even for choice

@ serial databits: 7/8 for choice
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® serial stopbits: 1/2 for choice
® serial flow control:  none/hardware/software for choice

GPS Settings

GPS Active

GPS Sendto Serial

serial baudrate 1152':”:"bps—
serial parity none -

serial databits B v pits

serial stophits 1 = pits

serial flow contral none -

Comment: Do not used gps with dtu when send to serial!

3.3.12 WiFi Wireless Settings

Notes: WiFi Feature is RF-R586 with WiFi only

3.3.12.1 Basic Wireless Settings
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Wireless Network

RF-R586 Series Industrial Grade Cellular Router

|__RADIOOFF |

[ wiFiorF |

Network Mode

11b/g/in mixed mode

-

| Cell_AP_120901D4

Hidden [ I|zolated [T

Hidden Isolated [T

Hidden lzolated [T

Hidden lzolated [T

Hidden Isolated

Hidden lzolated [T

Hidden lzplated (O]

Hidden Isolated

@ Enable 7 Dizable

) Enable @ Disable

) Enable @ Dizable

0&:66:01:00:04:42

2412MHz (Channel 1)

-

@ Mixed Mode ) Green Field

20 @ 20040

i Long '@ Auto

Auto -

(! Dizable & Enable

2432MHz (Channel 5)

-

i) Dizable @ Enable

@ Dizable ' Enable

(! Dizable & Enable

@ Dizable © Enable

7 Disable @ Enable
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HT TxStream 1T -

HT RxStream 1 =

| Apply | | Cancel |

» Wireless Network

® Radio On/Off: If it indicates RADIO OFF, it means the radio is on. You can click RADIO
OFF to disable it. If it indicates RADIO ON, it means the radio is off. You can click
RADIO ON to enable it.

® \WiFi On/Off. If it indicates WiFi OFF, it means the radio is on. You can click WiFi OFF to

disable it. If it indicates WiFi ON, it means the radio is off. You can click WiFi ON to

enable it.

If WiFi is ON, the WiFi LED will be light on. If WiFi is OFF, the WiFi LED will be off.

Network Mode: 802.11b/g/n mode selection

Network Name(SSID): Input the SSID, Hidden & Isolated for option. If tick Hidden, the

WiFi SSID will not broadcast.

Multiple SSID1: RF-R586 Router supports multiple SSID 8 groups totally.

Broadcast Network Name (SSID) : Enable or Disable SSID broadcast.

BSSID: indicates the MAC of WiFi

Frequency (Channel): current working frequency and channel.

3.3.12.2 WiFi Advanced Settings
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Beacon Interval ‘I_ﬂU ms (range 20 - 555, default 100)
Diata Beacon Rate (DTIM) [ -1_— ms (range 1- 2585, default 1)
Fragment Threshoid 2346 (range 258 - 2346, default 2346)
RTS Threshoid 5374:1"' (rangs 1-2347, default 2347)
TX Power || 100 (range 1 - 100, default 100) r:\f
‘Shori Preambie @ Enable O Dizable

' Short Siot ® Enable () Disable

Tx Burst @ Enable  Disable

Pi_Aggregate @ Enable @ Disable

IEEE-802.11H Support ) Enable ® Disable(only in & band
Country Code Mone -

WMM Capable @ Enable ) Dizable

APSD Capable ) Enable @ Di=able

DLS Capable ) Enable @ Disable

WHI Parameters WM Configuration

3.3.12.3 Wireless Security/Encryption Settings

Select S5ID

S5ID choice

Cell AP 12000104 -

"Cell AP 120901D4"

Security Mode

Disable -

Palicy

Access Policy

Disable -

Add a station Mac:

® SSID choice: select the SSID you want to configure
® Security Mode: include Disable, OPENWEB, SHAREDWEB, WEBAUTO, WPA,
WPA-PSK, WPA2, WPA2-PSK, wpa-psk/wpa2-psk, wpal/wpa2, 802.1X.
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® Access policy: setting the MAC list for access or deny.
Disable: close the Access Policy.
Allow: allow the assigned MAC enable to use WiFi
Reject: refuse the assigned MAC enable to use WiFi

3.3.12.4 WDS

Wirelesz Distribution System({WDS)

Disable

i Apply i [ Cancel

Wireless Distribution System{WDS)

ih'msmnde | Dizabla -
Apply Lazy Mode cel
Bridge Mode
Repeater Mode
3.3.12.5 WPS

WP35 Config

prs-. | Disable ~
| Apply
WPs: |.Enable -

Apply

3.3.12.6 Station List
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Wireless Network
[MAC Address | Aid PSM  |MimoPS |MCS BW SGI|STBC

RF-R586 Series Industrial Grade Cellular Router

3.3.12.7 Statistics

Transmit Statistics

|Tx Success |E

T Retry Count |0, PER=0.0%
|Tx Fail after retry |0, PLR=0.0e+00
RTS Sucessfully Receive CTS o

|RTS Fail To Receive CTS o

Receive Statistics
Frames Received Successfully |42309
|anm Recewed With CRC Error | 39850, PER=48.5%

i’SﬂR | nia, nia, nfa

| ResetCounters |

3.3.13 Firewall

3.3.13.1 MAC/IP/Port Filter Settings

Basic Settings

MAC/PPort Filtering | Disable =

Default Policy — The packet that don't match with any rules would be: | Dropped. -

[ Apply ] [ RBEE{_]
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MAC/HP/Port Filter Settings

|Source MAC address
|Dest IP Address

SSDer[:a [P Address

:E‘rutucul I Mone -

DE'-S-t Port Range " -
;51}LLFIZ:E Port Range I . L |
A:tmn ' .l;"".CCE pt - 7
;Enmn'rent I )

{The maximum rule count is 32,

| Apply| | Reset |

Current MAC/P/Port filtering rules in system:
| Source MAC | Destip Source [P

; | PRt
| Action | Comment | cnt

Others '.-.'u_uln:l be drﬁﬁp&d | -

= [ orotoco | DeSt Port [Source Port
| address Address Address | Range Range

This section is mainly about MAC/IP/Port filter settings
Basic Settings
MAC/IP/Port Filtering: Disable or Enable

Default Policy -- The packet that don't match with any rules would be:
Dropped/Accepted

MACI/IP/Port Filter Settings

Source MAC address: Fill the MAC address which needs to filter.

Dest IP Address: IP of the target destination computer( the computer which the data
packet will be sent to)

Destination Port Range: port range of target computer

Source Port Range: port range of the computer which sends data

Action: choose Accept or Drop

Comment: input comment here

Current MAC/IP/Port filtering rules in system

It display the configured rules in this table.

3.3.13.2 Port Forwarding (Virtual Server Settings)( NAT/NAPT)
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Virtual Server Settings

RF-R586 Series Industrial Grade Cellular Router

You may setup Virtual Servers to provide services on Internet.

Port Forwarding

Port Forwarding Disable -
IF Address

Port Range ]
Protocol TCPEUDP
Interface WAN -
Comment

(The maximum rule count is 32.)

[Appl].r] [ Reset]

Current Port Forwarding in system:

| M. | IP Address Port Range Protocol Interface Comment

Port forwarding is the process that your router or firewall uses to sort the right kind of
network data to the right port. Computers and routers use ports as a way to organize
network data. Different types of data, such as web sites, file downloads, and online
games, are each assigned a port number. By using port forwarding, the router or
firewall sends the correct data to the correct place.

® Virtual Server Settings: open and close Settings.
® |P address: fill the IP address of forwarding. The first blank is for local IP

address, the second blank is for port.
® Port Range: fill the Port of forwarding.

3.3.13.3 DMZ Host
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DMZ Settings
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You may setup a De-militarized Zone(DMZ) to separate internal network and Internet.

DMZ Settings

DMZ Settings Disable -
DMZ IP Address
Except TCP port
| Apply | | Reset |
In computer networking, DMZ is a firewall configuration for securing local area

networks (LANS).

® DMZ Settings : open and close DMZ feature.
Disable: close DMZ feature
Enable: enable the DMZ feature for assigned IP
Enable Super DMZ: enable the DMZ feature for assigned MAC

® DMZ IP Address : Please Enter the IP address of the computer which you want
to set as DMZ host

® DMZ MAC Address : Please Enter the MAC address of the computer which you
want to set as DMZ host

® Except TCP port : disable or enable for TCP port

Note: When DMZ host is settled, the computer is completely exposed to the external
network; the firewall will not influence this host.

3.3.13.4 System Security
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|Ele,rﬂnt& management {via WAN) | Allow -

Ping form VWAN Filter
|F‘jngfmmwm Filter | Disable -

Block Port Scan

|Eﬁnci: port scan | Disable -

Block SYN Flood
Block SYN Flood | Disable

Stateful Packet Inspection (SPI)
SPi Firewall | Disable ~

[ Apply ] [ Reset ]

Include Remote management, Ping from WAN Filter, Block Port Scan, Block
SYN Flood and SPI Firewall (Stateful Packet Inspection).

3.3.13.5 Content Filter Settings

You can setup Content Fillter to restrict the improper content access, including
Webs Content Settings, URL filter and Host Filter.

» Proxy/Java/Activex Filter

6
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Content Filter Settings
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You can setup Content Filter to restrict the improper content access.

Webs Content Filter

[Hite:rs | [T Proxy [l Java [ Activex

| Apply | | Reset |

Support Proxy, Java, ActiveX filter.
> Web URL Filter

Webs URL Filter Settings

Add a URL filter:

|u+:u_: |

INo IURL

[ Delete J [ Fieset]

Fill in the URL for filter.

> Web Host Filter



LO) REoG

Webs Host Filter Settings
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Add a Host{keyword) Filter:

‘Keywurd |

| Nn | HostikKeyword)
I Delete ] I Reset‘

3.3.14 Administration

3.3.14.1 Management

» Language Settings

Language Settings

| Select Language “ English - |

Select Web display language. Default is English. Can OEM other languages.

» Administrator Settings

Adminstrator Settings

Account H Ipptp user

Password "I-------------

Select Web display language. Default is English. Can OEM other languages.

» WatchDog

WatchDog | @ Enable @ Disable

» Web Management Port Settings

Web Management Port Settings

TCP Port ‘ a0

Mote |Rebnutautnmatically once click apply
Default port is 80, sometimes if the carrier/ISP block 80 port for remote incoming, can try to
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modify it to port 10000.
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> NTP Settings

Current Time SatJan 100:27:27 UTC 2000 | Sync with hast |
Time Zone: _(Gl‘u'ﬂ:—;‘rﬂ_ﬂ]ldeay lsland, Samoa -
MNTP Semver ex; time.nist.gov

ntp.broad. mit.edu
fime stdtime . gav.tw

NTP synchronization(hours)

> DDNS Settings

DONS Settings

Dynamic DNS Provider Mone -

Account |':='.'.1'T_'_I':~E-:'

Password ||u|u-unuunu

DDNS i| ]
[ Apply ] | Cancel ]

® Dynamic DNS Provider : choose the right DNS server provider. Supported server list.

Dyndns.org
freedns afraid.org

www zoneedit.com
wWwWw.no-ip.com
www. 3322 org
www_ez-ip.net
www justlinux.com
www.dhs. org
www.ods. org
gnudip.cheapnet net
www.dyn.ca
www.tzo.com

www easydns. com
www. dyns . cx
www.hn.org

® Account : fill in account info.

® Password : fill in password info.
® DDNS: fill in DDNS info.
Example :
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DDNS Settings

Dynamic DNS Pravider | Dyndns.org -
Accournt szZes
PE.EE‘"I.'.!'DTI:I YT
DONS szes.dyndns.org
[ Apply | [ Cancel ]

3.3.14.1.1 Router web port

Web Management Port Settings
TCP Port | al

Mote |Rennnt automatically once click apply

Please input the web port of the router. Normally we use 80 or 10000.
Please re-power the router after changing the port number.

3.3.14.1.2 Language, password and NTP settings

Language Settings

|SmedLﬂngua§.}a “ English ~

Adminsirator Settings

Account Ipptp_user

Passward I-------------

Current Time Sat Jan 100:27:27 UTC 2000 | Sync with host |
Time Zone: EGF;TEE‘FU_U}deay lsland, Samoa -
MTP Server ex; time.nist.gov

ntp.broad. mit.edu
fime stdtime . gav.tw

NTP synchronization{hours)
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® Select Language
® Administrator Settings. The default both are admin.
® NTP Settings
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3.3.14.1.3 DDNS settings

DDNS Settings

' Dynamic DNS Provider MNaone -
|

i&c;:nunt [pptp_ user

i Passwaord

| |
|DDNS |

[ Apply ] | Cancel ]

® Dynamic DNS Provider : choose the right DNS server provider. Supported server list.

Oyndns.org
freedns afraid.org

www.zonaedit.com
wWww.no-ip.com
www. 3322 org
www.ez-ip.net
waww justlinux.com
www.dhs. org
www.ods. org
gnudip.cheapnet net
waww.dyn_ca
www.tzo.com
www.easydns.com
waww.dyns.cx
www.hn.org

® Account : fill in account info.
® Password : fill in password info.
® DDNS: fill in DDNS info.

Example :

Dynamic DNS Provider _|" Dyndns.org - |
| Account szes .
Passward .||||||||||
DONS szes.dyndns_org |
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3.3.14.2 Upload Firmware (Upgrade Firmware)

Update Firmware

|L:;|i:é1ﬁ'un: |

Upgrade the firmware to obtain new functionality. It takes about 2~5 minutes.
Choose the correct firmware file, then click “Apply” button.

Notes: Highly recommend to “Load Default” the RF-R586 Router after upload
the firmware. “Load Default” will cause all the settings lost. Please
backup/export the settings before “Load Default”. Or re-configure the RF-R586
after “Load Default”

For some version of firmware, it requires uploading bootloader also. Please
operate at the following picture. But most of time it no need do this step unless
RFoG guide or inform you to upload bootloader.

Update Bootloader
|Lucaﬁ&nt | Al ..
Apply

3.3.14.3 Settings Management

Export Setiings
i Export Button i| | Expot |

Import Settings

‘

_._@
g
g
5
:

S, ..

I lmpuﬁ.; ] | Cancel J

Load Factory Defaults

[Lﬁ'aﬁﬂe_f'a'un'ﬂuﬂqn ||[ Load Default |

—
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Here you can make a backup of current settings or restore previous settings of

the router .
® Export settings: click ‘export’ to export configuration files and then select
save path.

® Import settings: click ‘browse’, select previous backup configuration files
and then click ‘Import’. Then all the previous settings will be recovered.

® Load Factory Defaults: click ‘Load Default’ then all settings will be restored
to factory settings. This is not recommended in order to avoid the loss of
important parameter

3.3.14.4 System Command

Input related command at command area. Click “Apply” button to execute. The blank area
will display infos.

Bysiem command

\Command;

| Apply I I Refresh

3.3.14.5 System Log

» Remote System Log Settings
RF-R586 Router support export the sys log into remote server.
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Remote System Log Settings

|Rn maote System Log Active

=

! sener

> Local System Log

192.168.8.100

UDP: 51-‘1

System Log

!Jan 1 00:00:16 3y3logd
Jan 1 00:00:16 kermel:
Jan 1 00:00:16 kernel:
Jan 1 00:00:16 kernel:
Jen 1 00:00:16 kernel:
Jan 1 00:00:16 kernel:
Jan 1 00:00:16 kernel:
Jan 1 00:00:1& kernel:
Jan 1 00:00:16 kernel:
Jan 1 00:00:16 kernmel:
Jan 1 00:00:16 kernel:
Jan 1 00:00:16 kernel:
Jan 1 00:00:16 kernel:
Jan 1 00:00:16 kernel:
Jan 1 00:00:16 kernel:
Jan 1 00:00:16 kernel:
Jan 1 00:00:16 kernel:
Jan 1 00:00:16 kernel:
Jan 1 00:00:16 kernel:
Jan 1 00:00:16 kernel:
Jan 1 00:00:16 kernel:
Jan 1 00:00:16 kernel:
Jan 1 00:00:16 kernel:
Jan 1 00:00:1& kernel:
Jan 1 00:00:16 kernel:

1 00:00:16 kernel:
1

i

Af=AA=TH Toarnals=

3.3.14.6 Statistics

atarted: BusyBox v1.12.1 -
fuse init {API version 7.8)

i scheduler noop registered {(default)

m

Ralink gpio driver initialized

iZodrv major = 218

HDLC line discipline: wversion SBEevision: YAt
N HDLC line discipline registered.

Ralink APSol Hardware Watchdog Timer

SoftDog: cannot register miscdev on minor=130 (e
Serial: B250/16550 driver &Revision: 1.8 & 2 por
aerigl8250: tty30 at I/ 0 O0xb00OO0S00 {irg = 37) 1
gerielg2s0: tty5l at I/0 Oxb0000cO0 (irg = 12) 1

BAMDISK driver initiali

zed: 16 REM diaks of 16384K size 1024 blocksize
loop: loaded (max & devices)

rdm major = 253

Ralink APSoC Ethernet Driver Initilization. wi.l

MAC ADRH -—-

Ox00000866

MAC BN -— @ 0x010007cl
I

FROC INIT OK

IMQ starting with 2 devices...
IMO driver leoaded successiully.

Hooking IMO before NAT on PRERCUTING.
Hooking IMQ after NAT on POSTRCUTING.
PPP generic driver vergion 2.4.2
PEP BSD Compression module registered

WMET* Daormiotoarad mwatroenT Famd Tare 24
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wemoy

‘Memory tatal 60684 kB
Memory left 131960 kB
wm-umu

\WAN Rx packets: o

\WAN Rx bytes: o

|WAN Tx packets E

\WAN T bytes: 402
LAN Rx packets: 6093
\LAN Rx bytes 1400006
LAN Tx packets 6120
LAN Tx bytes | 1107041

hstames |eﬁ12
\RxPacket 6137
\Rx Bte I5133n3
TxPacket 5134

Tx Byte 11139410
|Nama |ra'ﬂ

\Rx Packet 1117309
Iﬂxﬁm I32¢225¢3
Tx Packet 1443
TxByte 0
Name eih2.1
‘Rx Packet 6127
‘RxByte 427839
TxPacket 6127

Tx Byte 11132011
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eth2 2

Mame

Fx Packetl ]

Ry Byte 0

Tx Packet i

Tx Byte 492
Mame br

Rx Packet 6123
Rx Byte 404417
Tx Packet 6158
Tx Byte 1130413
|Mame pppo
Rx Packet 10

Rx Byte 160

Ta Packet 9

Tx Byte 168

Display the statistics information of system flow.

3.3.14.7 Reboot

=N —] Administration

----- ,j Management

----- | 1 Upload Firmware

----- | | Settings Management
----- | System Command

----- ,j System Log

----- { ] sStatistics

----- {1 Reboot

Question: Why to use Reboot Feature?

Answer: Router is similar a computer, whose performance depends on hardware and
software. The Router’s performance becomes weaker after very long time working. With
reboot, it will refresh the performance.

Question: Is necessary to use the Reboot Feature?

Answer: Not really. Our router has high reliable and stable performance. It not requires
using reboot feature compulsively. However, Reboot Feature will double ensure the
router to be more stable and reliable.

RF-R586 Router support three types of Reboot Featur e.

> Reboot AT Time Settings
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Reboot At Time Settings

Reboot At Time
Time(h:m:s) H; W; W
Mote Please start MTF in Management First!

Users can define the exact time to reboot for everyday.

> Reboot AT Time Settings

Reboot Timer Settings

Reboot When Timeout

Timer({min}) E6400

Users can set timer to reboot.

> Reboot AT Time Settings
Reboot System

Reboot Mow

Manually click “Reboot” button to reboot immediately.

3.3.14.8 Status

W Router
I

| ] Operation Mode
] Link Backup

- | 8MS/Voice
=) VRRP
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'Series RF-R586

SN 086412100296
'Software Version 2.2.13 (Oct 20 2012)
Hardware Version 11.00

'System Up Time 1:41

|{}peraﬁ1jn Mode | Gateway Mode

Cell Modem |HUAWEI-EMB20W
IMEVESN |355855040246813
Sim Status |SIM ready
‘Selected Network |AUTO

IRegisiered Metwark | Registered on Home network: 4600172
Sub Netwark Type |WCDMA

|B§g-nﬂ]ﬁ | 13 Ta

Cell Status \UP

Internet Configurations

Connected Type |CELL

\WAN IP Address 172.17.194.232
‘Subnet Mask |255.255.255.255

| Default Gateway 10.64.64.64
Primary Domain Name Server 210.21.196.6
\Secondary Domain Name Server |221.5.88.88

\MAC Address |08:66:01:00:07:C0
Local IP Address 192.168.8.1
\Local Netmask |255.255.255.0
\MAC Address |08:66:01:00:07:C

IPSEC Status

Name ‘Status
PPTP Status

PETH |d0wn
L2ZTP Status

LaTP | down

From this page you can see the Router’s basic running state.

> Ethernet Port Status
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Ethernet Port Status

LANT LANZ LANI LAN4  WAN

> System Info

® Product Model : indicates the model name

® SN: indicates the product SN

® Software Version: software version reveals the status of software update.
® Hardware Version : indicates the hardware version

® System Up Time: this time directly reveals router working hours

® Operation Mode: indicates the router working mode

> Cell Network Info

® Cell Modem: indicates inside cellular module modem name

® |IMEI/ESN: indicates IMEI or ESN info of inside cellular module modem
® Sim Status: indicates sim card status

® Selected Network: indicates the selected working network
1) 6

1)

VVAN Connection Type: Cell Metworl -
SMSNUH:E
) varp Cell Mode
-] Internet Settings 2 Cell Modem HUAWEI—EMSEUW -
W |Modem Description HUAWEI WCDMA 3G modem
] DHCP dlients Network Type AUTO
- | WPM Passthrough _ =
| Static Routing Online Mode Keep Alve -
~L] Dynamic Routing Parameter Groups WCDMA > View| Delete |
1 Dynamic Routing List E — -
-1 ] QoS | Advance Parameter Groups ]
] snmp - . -
“ ) cell ICMP Cheak | Advance Cell Options |
I W - = L

Registered Network: indicates the current working network carrier ID
Sub Network Type: indicates the current working network type

Cell state: indicates the cellular is online or offline
> Internet Configurations

® Connected Type: indicates the selected WAN type.

Signal: reveals the current network state of 2G/3G. 0 and 99 mean no signal.
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1’ Router You may choose different connection type suitable for your environment. Besides, vo
] Status configure parameters according to the selected connection type.
=1 ] Operation Mode
=1
4 Link Backup
) Gp5 WAN Connection Type: Cell Metwork *
] SM5/Voice
) veee
S+l Interpet Settings 4 Cell Modem HUAWEI-EMB20W ~

T LAN Modem Description .I-_|UA..EI WCDMA 3G modem

+{ | DHCP clients Network Type AUTO -
® \WPN IP address: the IP expose when the router gets on internet.
® Primary Domain Name Server : indicates the primary DNS of set or from ISP.
® Secondary Domain Name Server : indicates the secondary DNS of set or from ISP.
® MAC Address : indicates the WAN MAC address

> Local Network

® |ocal IP address: the RF-R586 Router LAN IP
® MAC Address: the LAN MAC address

> VPN Status

® |PSEC Status: indicates IPSEC status info

® PPTP Status: indicates PPTP status info
® | 2TP Status: indicates L2TP status info

3.3.15 SNMP (For version with SNMP only)

Notes: SNMP feature is for RF-R586 Router with SNMP option only.

RF-R586 router web page — Internet Settings — SNMP
Fill in related parameters in the screen like follows,
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open all | close all
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-j Cell Router

1_'] Operation Mode SNMP Settings

E-£5 Internet Settings

S |SNMP Active i
1] LAN \Contact Info | Tason
-} DHCP dlients _—_
-] WPN Passthrough :anatmn |
] Advanced Routing SNMP V1 and V2c Settings
IJ VPN 3 T -
[} DTU [User | public
]_'] SMS/Voice Command |0 o0 0.0.0. 070
i) Route Fail Over ' L
-7 =NME Writable ]

-} Gps SHMP V3 Settings

EI ] Wireless Settings

f_‘| Firewall ;USE[ Jason
B Administration Writable 7
§SECUFiW Mode | © None © Authorized @ Private
|Authentication @ MDE ) SHA
Encryption @ DES © AES
|Authentication Password (TTTTTITT]
Encryption Password [TTITTTT]
4Apply

SNMP Active: tick it to active SNMP feature.
Contact Info: set the contact info here
Location: set router’s installation address.
User: set public name
Host/Lan: set the network range to visit the router via SNMP, default we set all as
0.0.0.0./0
Writable: tick it to enable it.
Security Mode: choose the correct one, only for SNMP V3 version.
Authentication: choose the correct one, only for SNMP V3 version.
Encryption: choose the correct one, only for SNMP V3 version.
Authentication Password: fill in the right one.
Encryption Password: fill in the right one.
Click “Apply” button and reboot the router.

Here list the most important OID:
1.3.6.1.4.1.2021.255.4.1.2.9.103.101.116.95.109.111.100.101.109.1
(read module modem model)
1.3.6.1.4.1.2021.255.4.1.2.10.103.101.116.95.117.112.116.105.109.101.1
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(system running time)
1.3.6.1.4.1.2021.255.4.1.2.12.103.101.116.95.109.101.109.95.102.114.101.101.1

(memory capacity)
1.3.6.1.4.1.2021.255.4.1.2.15.103.101.116.95.99.101.108.108.95.115.116.97.116.117.115.1 (3G
network status)
1.3.6.1.4.1.2021.255.4.1.2.15.103.101.116.95.108.50.116.112.95.115.116.97.116.117.115.1  (pptp
status)
1.3.6.1.4.1.2021.255.4.1.2.15.103.101.116.95.112.112.116.112.95.115.116.97.116.117.115.1 (I12tp
status)

RF-R586 Series Industrial Grade Cellular Router

List client side’s picture as follows,

Y SHEP JNanager 1.0

File Help Idioma ! Language T == .
§ REC1213-MIE [ SNMPv1 | SNMPv2c | SNMPv3
Action Selected  [Connexion Options [+
Connexion Options
Agent IP Address [113.114.115.124 |
Port Number [181 |
Show Communities [Ho [~]
Read Community [Free |
Write Community [ |
Retries E |
TimeQut (ms) [1500 |
| Apply Changes

f SHNEP JManaper 1.0

File  Hedp Idioma { Language 2= E5
P pe— S T S GRS
mm ‘Bﬂ ........... | o il
Walk
Lt ths ausaiitity of wndiabdess-sotrioved—Bin_Le | Gty No Limit
10D [141.2021.355.4.1,2.8.103,101116.95,100.111,100,101 1081 Waik
< —

— e

Fill in reouter’ s 0ID to read

related parameters
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4 FAQ

4.1 Open Device Error

36 Info
| Signal Strength \open device error!

With this error, most of time the module inside the router is loosen. Please try to fasten it.

4.2 Read Error

fSignaI Strenath Eread error!
:Attachment State |Automatic search

With this error, it indicates the sim card is not well touched with sim card slot. Try to check the sim card is
right put. Try to scrap the sim card slot and make it clean.

4.3 Signal Strength has right number, but cannot di  alup

Signal Strength 116, (0-31)
| Attachmient State | Automatic search

Try to check the WAN port setting is correct.

4.4 Signal Strength shows 99

Signal Strength 116, (0-31)
| Attachmient State | Automatic search
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Here it shows 16, it means signal is okay. If shows 99, try to check the sim card is has enough balance.
Or if the data business is supported.
4.5 The router cannot be remote web visited

1) Default the router’s web port is 80. Some network ISP block the 80 of incoming. So confirm with your
ISP which port can be visited. Or you can change other port to try, such as port 10000. Refer to chapter
3.3.14.1.1 Router web port to operate.

2) Check if the router’'s WAN IP can be ping through via the PC.
4.6 Signal shows 99 but still can connect to intern et and get WAN IP

Our router built-in different types of modem inside, some modem cost this. But will not affect the use.

4.7 Router shows sim card and network info, but can not connect to

internet

Check the sim card is with balance or limited service by the ISP.

4.8 DDNS not working

1) Please confirm the DDNS configuration is correct.

2) Check if the router is online and get IP, and can visit internet.

3) Check if the WAN IP from sim card (shows in the status page once the router is online) is a public IP or
privacy IP, privacy IP will make DDNS no work.

4.9 Cannot Connect Router via RJ45 LAN

1) Please check if Ethernet cable is correctly connected.
2) Double check PC network card IP is correct configured. Please refer to Chapter 3.2
3) Try to disable the PC network card, and re-enable it.
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ﬂ ocal Area Connaction

Create Shortout

Bridge Connections

Creake Shoeteut Renzme

X Properties
Renams
Properties

4) Reset the RF-R586 router. Power on router, keep press “RST” button until 12 seconds, and then
release it. RF-R586 router will automatically load default.

4.10 Cannot Connect RF-R586 WiFi

1) Double check if the device's WiFi switch is on.

2) Double check if the RF-R586 WiFi is on.

3) Double check Device'’s wireless network card IP is correct configured. Please refer to Chapter 3.2
4) Try to disable the Device’s network card, and re-enable it.

ocal Area Connaction

Repair

Bridge Connedtions

Create Shortout

Creabe Shortcut Rename

Properties
Renams

Properties

5) Reset the RF-R586 router. Power on router, keep press “RST” button until 12 seconds, and then
release it. RF-R586 router will automatically load default.

4.11 Can Connect RF-R586 WiFi via Manual IP but can not via DHCP

1) Try to disable the Device’s network card, and re-enable it.
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Craabe Shortcut

Rename

Propertias
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ﬂ ocal Ares Connaction
o

Create Shortout

Rename

Properties

2) Reset the RF-R586 router. Power on router, keep press “RST” button until 12 seconds, and then
release it. RF-R586 router will automatically load default.

4.12 Cannot get Cell WAN IP

RF-R586 Router get cellular WAN IP once it's online.

Internet Configurations

ECnnnededType |CELL

\WAN IP Address [10.193.205.114]
'Subnet Mask |255.255 255 255
Default Gateway [10.64.64.64
iF{imar].r Domaln Mame Sernver |E1D.E1.195.E
ESemndar}' Domain Mame Server |221.5.E=E=.BE

\MAC Address

'[08:66:01:00:04:40

If not get the WAN IP, the problem maybe:

ltem. | May caused by Solution

1 Cellular WAN port is not right configured | Refer to Chapter 3.3.3.1 Cellular WAN
configuration to solve it.

2 SIM card has problem for data business | Check the sim card with the ISP or network

or no balance provider or sim card provider.
Try another working sim card.

3 No network signal Move the router to another site to check.

4 VPN configuration is wrong You may configure the VPN in wrong way.
Please check the WAN port configuration.

5 Cellular network problem Sometimes cellular network may get problem or
unstable. Try to move to another site to test. Or
try to test with another ISP/Carrier SIM card

6 Module modem is defeated Send back the unit to factory for repair
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4.13 Can not power on

RF-R586 Series Industrial Grade Cellular Router

Solution:

1. Check if the power adapter connector is loose from the router.

2. Try to replace a power adapter. RF-R586 series router uses 9V1A or 9V2A or 12V1A or 12V1A or
12V2A power adapter with 2.5mm connector

3. Router hardware defeated. Send back to factory for check or repair.

4.14 Sys log shows “connect script failed”

Problem maybe:

ltem. | May caused by Solution
1 A. sim card no data business, or A. Check sim card data business and balance.
problem; B. Get balance available
B. sim card balance no available;
2. WAN APN parameter is wrong Check APN parameter of WAN port, then make
it correct and try
3 Network unstable problem Try later, or move to other network to try.
4 Module modem inside router setting | Tell the module modem type (marked at the
wrong by uncertain operation back cover of router) to technical support for
help.
5 Module modem inside router only | Need contact sales for replacement or repair
support 2G or 3G only

4.15 RF-R586 Router is online, but cannot visit web  site.

Problem maybe:

ltem. | May caused by Solution

1 DNS problem Check the DNS server of RF-R586 is correct.
The DNS is from the ISP once RF-R586 is
online. Sometimes the ISP not give the right
DNS server IP, you can try to set correct DNS
manually at your PC or Device network card.

2. SIM card business problem Check APN parameter of WAN port, then make
it correct and try. Double confirm with the
ISP/Carrier if the sim card info is 100% correct.
Try to change another sim card to try.

3 Signal is too weak Too weak signal may cause all the DNS
resolution fails. Try to get better signal.
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| 4 ‘ Network is too bad Contact ISP/Carrier to get better network

4.16 Port forwarding not working

Question: | configure the port forwarding feature correctly, but still no work.

Answer: first, please check the port if block by your ISP/Carrier, because some ISP/Carrier block some
ports for security reason.

For example, the RF-R586m gets WAN IP 27.38.14.223. And the RF-R586’s web port is 80. So from the
other network, try to visit http:// 27.38.14.223:80 if can be okay. If no okay, it means the ISP/Carrier
blocks the 10000 port. Then check with your ISP/Carrier which ports are open for use. Then re-try the
port forwarding feature.

4.17 Serial DTU point-to-point solution not working

Problem: Take two RF-R586. Both support Serial to cellular gateway feature (DTU feature). Configure
one as client, the other as server. But no work.

Answer: First, we confirm that the RF-R586 both are online, and the server’s IP is public IP that can be
ping through from other networks.

Second, we confirm both RF-R586’s DTU feature (Serial to Cellular Feature) are working. We test an
example as follows,

RF-R586 DTU with vodafone SIM as client (in Germany)--- China Telecom as server (In China): working
RF-R586 DTU with vodafone SIM as server (in Germany)--- China Telecom as client (In China): working

RF-R586 DTU with vodafone SIM as client (in Germany)---- RF-R586 DTU with Vodafone SIM as
server (in Germany) : no working

This indicates the two Vodafone SIM cards cannot communicates each other. The Vodafone ISP limit the
two internal’s SIM card’s communication.

You have two ways to solve the problem.
1) Get another SIM card from another ISP to test.
2) Ask the Vodafone ISP to unlimit two Vadafone SIM's communication.

4.18 Can’t open device /dev/ttyUSBXx.

Problem: Status page shows “Can’t open device /dev/ttyUSBX”.

88



@ Radio Frequency over Glass
RF-R586 Series Industrial Grade Cellular Router
Cell Hetwork Info

Cell Modem HUAWEI-EMZ20W

|II'|.|'IEIIESN ant open device /devittylSB3,
|Sim Status ant open device /dewitylUSBZ.
Selected Network |AUTO

|Regi5tered Metwark Cant open device /devittylSB3.
|Sub Metwaork Type |Can‘t open device /dewittylSB3.
|Signal Cant open device /devitylUSB3. T
Cell Status IDOWN

Solution:

Step 1) RF-R586 Router Web — Internet Settings — WAN, at Cell Modem, please choose
“AUTO_DETECT"” and click “Apply” button.

Step 2) If step 1 cannot solve the issue, try to open the case, and scrap the module modem fingerprint,
then re-install it into the mini PCle slot. And try Step 1) again.

Cell Modem ‘ AUTO _DETECT v‘

|I'u'|udern Description HUAWEI WCDMA 3G modem
Metwork Type AUTO -

Online Mode Keep Alive

Parameter Groups WCeDMA [‘u’iew” Delete ]

[ Advance Parameter Groups ]

[ Advance Cell Options ]

MAC Clone

Enabled Disable -

Apply ] [ Cancel ]

Step 3) If the issue is still existed after Step 1) and Step 2), please contact our sales for return to check or
repair.

4.19 PPTP is on, but cannot be through to PPTP Serv  er

Issue and phenomenon :in web status page, the PPTP shows “on”, but try to ping PPTP Server, cannot
get through.

Solution :
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1) try to check if the PPTP Status keep “on” in web status page. If sometimes “on”, and sometimes
“down”, please check the PPTP configuration is correct.

2) Check if the PPTP Server assigned remote LAN with RF-R586’s LAN IP network range. RF-R586
default LAN IP is 192.168.8.1, and submask is 255.255.255.0. Sometimes the users forget to assign
remote LAN IP 192.168.8.1 for PPTP VPN Server.

If the PPTP VPN Server’s remote LAN IP is 192.168.1.0/24 or 192.168.0.0/24, and cannot be
changed, please change RF-R586 LAN IP from 192.168.8.1 to 192.168.1.1 or 192.168.0.1, also do
not forget to manually change the RF-R586 Default Gateway to 192.168.1.1 or 192.168.0.1
meanwhile.

Default Gateway | 192.165.5.1

3) with the following steps, normally it can solve the issue. Otherwise, please contact RFoG Sales or
Support.
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5 Test Samples

RF-R586 Series Industrial Grade Cellular Router

5.1 Two RF-R586 make WiFi hotspot and WiFi client

Here we take RF-R586 router for example. RF-R586 setting method is the same with RF-R586.
1. Take two RF-R586 router. One will be WiFi server, the other will be WiFi Client. We name RF-R586-s and

RF-R586-c

2. Connect PC with RF-R586-s with RJ45 cable.
3. At RF-R586-s and RF-R586-c, make sure the DHCP service from both routers are working.

':-ij S Y i:Ettings E|_"\.|-.| & | AENdINE WE LUSdUIE
-0 wan |LANZ IP Address '
- AN E r
L) DHCP dlients LAMZ Subnet Mask |
.j VPN Passthrough IMAC Address |00:0C:43:30:52:88
{1 Advanced Bouting [ = (s -
,j e TDHCF Type __Sewfr_"")
-1 DTy Start IP Address | 10.10.10.100
,j SEM5/Yoice Command =
ﬂ Status Report End IP Address | 10.10.10.200
=] Route Fail Over ———————
1) Gps Subnet Mask ||255 255 255 0
2] Wcelos St OHCP Primary DNS | 10.10.10.251
&) Firewall ;
[Fl-+5) administration DHCF Secondary DNS || 165.95.1.1
L ) Management [ =
[} Reboot Default Gateway || 10.10.10.254
1] Upload Firmware r —
wof 1 Battinns Mananement LRdse Tine | 85400

At RF-R586-s,

91



LO) REoG

RF-R586 Series Industrial Grade Cellular Router

You may configure the operaticn maode suitable for you eny

IE{__"l Wireless Settings
B} Firawall

e i n 0 Bridge:
B+ Administration All ethernet and wireless interfaces are bridged into ¢
'@'Gatewayr:

The first ethernet port is treated as WARN port. The oth

interface are bridged together and are treated as Lak
O AP Client:

The wireless apcliinterface is treated as WAN port, 3

ethernet ports are LAN ports.

MAT Enabled | Enable |

[Apply] [ Cancel ]

Select “Gateway”, and click “Apply”.
4. At RF-R586-s, “Wireless Settings--Basic”, set Network Name (SSID) as “3G Router” (Here we recommend
you use “3G Router” to test first)

—_— 3 TSRS 1N AL 1S L'\_P'\_‘II_F'IQIILI WIS TS MieToa | WL edl] BT ST :'IIIIPI_T ¥YiL UIII_'['
E+{] Internet Settings setting items,
B Wireless Settings
- Advanced
1] Security Wireless Network
]_'1 wos —_—
-0 wes | Radic OR/Of | RADIO OFF |
~{] Station List ?N T i AR et e [
| | N
81 Firewall Network Mode i_|_ fgin mixed mode ¥ |
Bl Administration Network Name(SSiD) 3G Router | tirdtien F
Multiple SSID1 | | Hidden []
Multiple SSI1D2 I | Hidden [
I | =
Multiple SSID3 | | Hidden M

And write down the “Frequency (Channel)” and “Extension Channel”. Remember it and we shall use this value
at RF-R586-c.
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B *—j Wireless Settings

..............

Adyanced
Security
WELS

WES
Station List
B+ Firewall

-] Administration

RF-R586 Series Industrial Grade Cellular Router

|BssiD

| 00:0C:42:30:52:38

; -
TFrequency (Channel)

HT Physical Mode

!Operatingru'lﬂde

‘”_EMTMHZ fChanneI 6)

v

¥} Mixed Mode 2 Green Field

.
|Channe|ElandW’id1h

120 @ 20040

|Guard Interval

e Lang = suto

i MES

|! Auto V-

|F{euerse Diren:tinn GrantiRDGE)

| Extension Channel

O Disable & Enable

2-*-15?'I"u'1H7_ [Channel 1[]} D

e —

| {‘:'3' Disable O Enable

Fggregatmn MSDUEF.—MSDLJ}

5. At RF-R586-s, “Internet Settings—WAN—WAN Connection Type:”, choose as “3G”, and click “Apply”.
contigure parameters according o the selected connection type.

5 Bt PR LR

253 Internet Settings

1] LAN
‘—1] DHUF et VAN Connection Type: | 3G b i
~{] VPN Passthrough
~{] Advanced Routing 3G Mode
1) VeN USB 3G modem [HUAWELEMTTO %]
]_"‘I OTU L= —
[ SMS/Vsice Command |3G SIM Code [ |
1:| Status Report
-1 1 Reoute Fail Over MTU ” |
-} GP3 . [ |
Operation Mode Keep Alive b
{477 Wireless Settings 3 | P |
-] Firewall MAC Clone
B+ Administration Enablad || —— v'-|
I:' .ﬂ.nnhr'] [ M™anral ]

6. Try to connect the RF-R586-s WiFi via your Laptop/PC. If can work, then go to step 7.
7. Connect PC with RF-R586-c with RJ45 cable.
8. at RF-R586-c, “Operation Mode”, choose “AP client”, and click “Apply”



@m&m'muﬂm

3_‘} 3G Router

() ‘Operation Mode
1:| Internet Settings
1_|"| Wirsless Settings
Ei:l Firewall

& Administration

(% AP Client:
The wireles

RF-R586 Series Industrial Grade Cellular Router

You may configure the operation mode suitable for you envirant

O Bridge:

All ethernet and wireless interfaces are bridoged into a sim
) Gateway:
The first ethernet port is freated as WAN port. The ather et
iterface are bridged together and are treated as LAR porl

=t ports are LAMN ports.

[Apply] [ Cancel ]

9. at RF-R586-c, “Wireless Settings—AP Client—SSID”, here input the correct one. Here the value is from the

RF-R586-s.

fé 33 Router

=) Operaticn Mode
B-{77 Internet Ssttings
-5 Wireless Settings
-1 Basic

- advanced
-1 1 Security

ij Wos

.....'- WF}S

Tl

-1 ] Station List
{477 Firewall
-7 Administration

10. at RF-R586-c,

.Securitg.f Mode

_ Encryption Type

¥ou could configure AF Client parameters here.

AP Client Parameters

SSID TcRomer 3 ]

MAC Address (Optional} |

:| MNone i

Apply ] [ Cancel

“Frequency (Channel)” and “Extension Channel” should be the same as RF-R586-s
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B 4] Wireless Settings 'ESE*'D | 00:0C:42:30:52:38 B
- i
-1 Basie : ‘”_E-—HTMHZ Channel 6)
[} Advanced I
~{ ] Security HT Physical l.ﬂu-de
T Wos P : T
EJ | Operating Mode {¥) Mixed Mode () Green Field
LJ WES | | I =
{) Station List | Channel BandWidth o0 2040
E-{] Firewall ' ’
-] Administration SEEELAEE i o Lnng_@ﬁutn
imcs || Auto ¥
|F{euerse Dwectmn GrantiRDGE) i Dizable @& Enable
—ee
L — =
| Extenzion Channel ||2-:15?I"u'1H7_ [Channel 1[]} b
lﬁggregatmn MEDUA-MSDL | ) Disable ) Enable

11. at RF-R586-c, “Internet Settings--WAN?", set the WAN connection type as “DHCP (Auto config)”, and click
“Apply” button.

12 Internet Settings

DHCP clients
WPN Passthrough
Advanced Routing DHCP Mode

VPN |Hostname | |
oTu |{eptional)

SMS/Voice Command [N E

Status Report I —
. |
Route Fail Over [EhaNed | Disable al

e [Apply] [ Cancel ]
41 Wireless Settings
*-{_] Firewall

HT1 Administratinn

VAN Connection Type: | DHCP {Auto config) "é‘-i

SELLLLLLLO0

12. Then check RF-R586-c, “Administration--Status”, if it shows “Operation Mode” as “AP client Mode” and
get “WAN IP Address”, that means the test is working.
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open all | close all |Praduct Model |3G Router

= |Software Version [2.5.4 (Jun 8 2011)

?SGSDUJEE; S \Hardware Version 100

peratian oae T - = -

51:] Internet Settings _E_:IE:ﬂEE lD — _'EE_DEBDEP%_C:UED‘BE
=) WAN | System Up Time L7 mins, 52 secs
-] DHCP clients
-} VBN Passthrough = % - e |
- Advanced Routing I.‘f!.gn? reng 1 _:qun FITH.'FIEE ibiicd
-~} VeN | Attachment State |Autormatic search
- DTU Local Network
~L) SMS/voice Command | gcalIP Address [10.10.10.254
3 itattusFR‘f’lpgrt Local Netmask 255 2552550
oute Fal wEr = byl e
.Y @ps IMAC Address |00:0C:43:30:52:28

-] Wireless Settings internet Configurations

=] Firewall \CerToed Tipe [DHCP

=l Prinisteatian AN IP Address
Management — —

= T
[} reboot 'fuunEtll
1 Uplead Firmware |Default Gateway I
|} Settings Management  Primary Domain Name Server [10.10.10.251
1] Shatus 'Secundarf.f Domain Mame Senver |168.95.1.1
Statisti : ,
L) Statistics MAC Address 00:0C:43:30:52.:80
1) System L | .
vatem Log

5.2 GPS feature (For version with GPS feature only)

Note: the test is simulation test to approve and show the feature. Please make it work in your real
application.
Here we run a TCP server tool as the GPS TCP server.

Stepl: configure the GPS feature of the router.
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GPS Settings
GF3 Active

‘ |
T
n

GPS Send to

| © gerial @TCPIF

GP5 To Serial Setiings

Zerial Baudrate

Serial Parity nomne &
Serial Databits I8 | hits
Serial Stophits L s pits

Zerial Flow Contral

none W |

|Comment Do not used GPS with DTU when send to seriall

GPS To TCPIP Settings

I Socket Type
Senver |27. 38. 13.57 |
Port 10001

Step 2: run the TCP server tool. You can ask us to get this tool if you need.
Create server, here our server is a local network PC with IP 192.168.1.102 and port 10001.
And we make a DMZ or NAT for this IP and port from the local router connected to internet with IP

27.38.13.57.

And in the router GPS configuration, we fill in “27.38.13.57” and port “10001".
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BERGT I T

Operate (0]  Wiew(¥) Windews(f) Help(H) Language

i 'ul:r.eate[:,on,nn i; i e S eryar _ﬁ @ i S oma | i %Discqm‘nﬂl

Properties

& Client Mode
=l Server Mode

Create Server

W Local 1;192_ 163.1. 102

LocalPort I
[ Eve IBD' (=) Dizconmect All

Create I

Once the link is okay, it will show the following similar screen. If the route doesn’t get the satellite, it
appears and updates the GPS module info from the router to the TCP GPS server.

B2 TcPsUDPMR T A — [112.07. 30. 2: 67781

. Operate @  View(¥) Windows() Help(H) Languagze =
t '.j'_.-tCreatéComm GC're'atEServer __‘5 Stertierves & @ z-.:-;.-.:.- 3 :z -a]]i'sconm\ll gﬂeleteCom & @ % &
Properties ® X 3£112.97.30.2:67T8 | S
& Client Mode -
=5 | §NB! Mode DestIE: |Sef\d [~ AtuoSend Eve |I'":' me Send I Stoy
=& Locall192.168.1.1021:10001 I! 12 97.30 2 .
1 |~ Send Hex [ Send Filel Send Received :
- 112.97.30.2:6778 = : Clear | Dption
DeztPort: rd ‘——-J‘-"_"
321
[¥ LoealFort
|L|.'|[!IZ|J
—_ iRec | StopShowl Clearl Save | Dptionl [~ ShowHex
Send ID [ Save[In Time) l J
FEEGGA. L, L *B6 o]
Reow 12074
SGERMC, . ¥, .00, L]
Clear |
Fle et I P #1E
$GEVIG, T, M, , N, , E*4E
v

Send Time: 00:00:00 Send Speed(B/51: O Receive Speed(B/S): O
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*T79

$GPGSY, 3,3, 09, 15, 12, 05T, #43
$GEGGA, L., ,.0,,,, .., *BB
$GEENC, .V, ,..,,.... 53
$OPGSA AL, ..., usasss,. . *IE

$GEVTG, , T, M, , N, , K¥4E

Picture: Feedback string if not get the satellite.

RF-R586 Series Industrial Grade Cellular Router

If the route gets the satellite, it appears and updates the GPS module info from the router to the TCP

GPS server with the following similar string.

$5PGSY, 3,3, 10, 12, 54, 144, 16, 18, 52, 144, 26479

$5PGGA, 142038, 0, 2237, 053416, , 11402, 208048, E, 1,04, 6.9, -
107.0,M, ,,, %21

saaa

$GPEMC, 142038, 0, A, 2237, 083418, F, 11402, 206045, E, ,, 091211,
,, hHBd

$5PGSA, A, 3,18, 21,22, 31,,,,,,.,,13.5,8 9, 10. 1%3C

$GEVTS, , T, M, 0.0, K, 0.0, E¥4E

Picture: Feedback string if gets the satellite.

5.3 Port Forwarding (NAT, NAPT) test

Note: the test is simulation test to approve and show the feature. Please make it work in your real

application.

Warmly reminding:

Question: | configure the port forwarding feature correctly, but still no work.

Answer: first, please check the port if block by your ISP, because some ISP block some ports for security

reason.

For example, the RF-R586 gets WAN IP 27.38.14.223. And the RF-R586’s default web port is 80. So

from the other network, try to visit http:// 27.38.14.223:80 if can be okay. If no okay, it means the ISP
blocks the 80 port. Then check with your ISP which ports are open for use. Then re-try the port

forwarding feature.

Step 1) make RF-R586 router to be online.
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1] WPN Passthrough

-0 Advanced Routing 1]

-1 ven 'Signal Strength |29, (031

-1} pTU \Attachment State | COMA/EVDO HYBRID

-] SMS/Voice Commz: Local Network -

-[] Route Fail Dwver | — .

-} snMP {Local IP Address [10.10.10 254

- GPS Local Netmask |255.255.255.0
M} Wireless Settings \MAC Address |84:57.87:FF.00:00
e

-] MAC/IB/Port Filteri e G

-] Port Forwarding - E?PTP _ﬁ_d':""'""r'

-{) pmz IL2TP tdown

-] System Security Internet Configurations

- Content Filtering ECUHHEETE!I:I Type ECEII

I+ Administration

e f—— WAN IP Address 1113.115.141.126
|:] Beboot Subnet Mask %255.255.255.255
={ 1 Upload Firmware Diefault Gateway %‘1‘13.‘1‘15.0.‘1
L) Settings Managern: Primary Domain Mame Server 1 EUEIETEE!_BE
+4) Sl Secondary Domain Name Server | 202.96.134.133
[ statisti o -
atIstCE | z
- System Log : EMAC Address {00:0D:01:FFFFBE

Step 2) configure the port forwarding feature for RF-R586 router

Virtual Server Settings

é:ufinu'al Server Seftings _”EHEBT‘: - enable It

g-lp P _iim_m.m.mn |1!L1_0°UT—-| ¢ mapped local internal IP with port
?'PmRange 'i|_snuu 18000 | gt m__.- : external port

\Protocal [TcPauDP ¥| -

i_ln_terface _||‘”"U"‘W Y

é-Commem _l!—_l

{The maximum rule count is 32}

Click Apply Button to finish the setting. It will show the result in the following picture.

Current Virtual Servers in system:

No. | IP Address | PotRange | Frotocol | Inteface | Comment

i F I 1040104001000 I a000-a000 |TCF‘+L.|DF' | Wan [

’ Delete Selected ] [F{eset]

Step 3) here we take a PC to be as a TCP server/Remote Device.
Connect the PC to RF-R586 router LAN port via RJ45 cable. And it gets an IP 10.10.10.100.
At the PC, run TCP&UDP_debug software (If you have no such software, require to get from us).
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. Operate @)  Wiew(¥) Windows() H

: ‘.J_.Il_:reatelzonrm %E‘regteﬂer?gr { ‘2‘3‘:

Properties
|+ [P Client Mode

d CreateConmection(C)
& Createferver@ o
iy ; |

Firstly, click Server Mode, and CreateServer,

Create Server [g|

W Laocal 11101 10,10, 100

LocalFort

[ Eve |3I:I {=) Disconnect A11

Create ] Cancel

Secondly, fill in the parameters like this. The Local IP is the PC’s IP from RF-R586 router. The LocalPort
is the port of the PC which will be mapped. Click Create Button to finish.

© Operate @) View(¥) Windows() Help(Hl La

: LI Createlonnm @ Createlerver g StartServer

Properties h
|~ [B Client Mode
_—" 5 Server Mode

& Local (100 10010, 1007 - 10001

Choose the created server, and click StartServer. It will show the following windows.

Step 4) here we take another PC to be as a TCP client.
This PC is with internet in another network. Run TCPUDP_debug software tool, choose Client Mode,

: Operate (D) ‘."iP;w 0 Windows(f1 Help(H) Language
: @Createﬂerver ’515 Startiervar ﬁ @ ]
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and click CreateConn,
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ey s
Create Connection
Type: |TCE |
DestIP: [113. 115 141,126 Port: 18000
LoealFort % futo [ Speciai40m

[T AutoConn: Eve

jﬁ'— s
[T Send $hen Cong: Eve e
Create | Cancel |

Type: choose TCP, DestIP: fill in the RF-R586 router’s WAN IP (here is 113.115.141.126), Port: 8000
(This port is external port for mapped port 10001). Click Create button to finish.

Then check the DestIP, DestPort and Type, and click Connect button to link.

S TCRRUIENEET B - [113. 115, 141, 126:8000] [E=H(E=
Operate (01 View(¥) Windows(H) Help(H) Language x
'_j CreateConnn @CreateServer A, 5 tartSarvar et @ iﬁComect _{z f.&]]isconm\ll %DeleteCom % @ '.?; I

: : =

Froperties B s | #113.115. 141 126:8000 | s

EE Client Mode | = :

| L@ 113115, 141, 126:8000 DestIF: |Send | [T ftuoSend Ewe [L00 ms

;113. 115, 141,126 = : . 1 ;
I Send Hex [~ Send Filel™ Send Received Cless ‘ Dption‘ Broadiption

DestFort: 18000

[~ LocalFort

Type ,jrcp -]
I~ AtueConn |
Eve |0 3
[T AutoSend

iRec StopShowI Clearl Sawve 1 Dption] [ ShowHex

Send 1‘0‘—‘ [ SavelIn Time) ] _]

Once the link is done, at the Server PC’s side, it shows the following picture, which indicates the link is
created.

102



LO) REoG

RF-R586 Series Industrial Grade Cellular Router

F=d TCPaUDPMot L H. — [10. 10. 10. 254: 56814]

Operate(D) ¥iew(¥) Mindows(¥) Help() Language

-'-.:_-ereateCon:m gCreateServer '_"i.‘-t&v-:_’.--—_y';ei ‘B (%] At

o 52 e Disconnll | 9% DeleteConn % | 6] | B u

P 41 I x i
Properties ¥ 10.10.10.254:55814 |
B Client Mode - -
| B Server Mode DestIP: |Send | T atucSend Eve [0 e Send | Gten
=3B Local (10, 10.10.100) : 10001 | TR
- [ 10,10, 10, 25455814 — I™ Send Hex [ Send File[™ Send Received  pp . | option|  Broasoption
TestPort ]ms-"
Eve | =
I~ hutoSed
Eve |O ms
Count — -,_._
St [ [Ree | StopShow | Clewr | Save | Optien| ™ Showhex
I~ Savelln Time:) l
Recw [0
e |

Step 5) Test the link for sending and receiving

At client PC, type “test from client to server”, and click Send button.

. Operate(D)  Wiew(¥) Windows(#) Help(H) Lanzuaze

' 'LiCreateConnn éCreateServer | i5 Startberver _ﬁ @ | :‘_fl:-,lr et z %Discom‘d\ll i %Deleteﬁom % | @ .‘?; @

Froperties 1x / ¥ 113.115. 141.126:8000 |

4P x

El-[# Client Mode

b 1130115, 141, 126:8000 DestIE: Semd | [ AtusSend Eve [I00 ms Send i ity |
fofl] Server Mode [tra 115 141 128
[~ Send Hex [ Send File[ Send Received

Clear I Dptionl

Broadlption

DestPort: IBUDD

— test from client to server
= EesalPirt

IQDDI
Type ITCP - l
i— Bt oo

Eve !D =

[t aSand

Eve lD ms

: Inscommect :

i
I

EREC. | StopShow! Clear | Save | Uption! [~ ShowHex

[~ Sawe(In Time) I

At the server PC, it will receive the info the client PC.
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Operate @) View(¥] Windows™) HelpiH) Language

: 'ij CreateConnn @Crea{eServer "‘.ij Shart R if. @

RF-R586 Series Industrial Grade Cellular Router

g :i]]ls;omﬁ\ll %Delete[ﬁnm% @ ﬁ

?ropertles . I x /ﬁ. 10.10.10. 254:55814 !

-~ Client Mads

- Server Mode DlestIE:
: & Loeal (10, 10. 10.100) : 10001
P> 10.10. 10, 254:55814

Count

[T htusfenn
il_':

]"' fataSend

!Send | AtuoSend Ewve |[LOO ms

[ Send Hex | Send File| Send Receiwed

Send Ston
Clear Uptioni

l._.....__
Send i“_'

|Rac | StopShow‘ Clear 1 Save 1 Dption] I ShowHex

I Save (In Time) ]

Reew 125

Clear

test from eclient to server

At Server PC, type “reply from server to client”, and click Send button.

Conmeat g %Disconm\ll %Del‘etaﬂiom% @ #&

:iereateConnn @E.reat—eSer-yer ‘-_f) Sharite % @ _f
iPi_ugeriies s 2 _//_S;ﬁ 10.10. 10.254:55314]
- [ Client Maode [F

I Server Mode TlestIF:
= Local (10.10.10. 1007 : 10001
- P 10.10. 10 254:55314

CEad

TlestPort:

¥ LoczlFors

= —1
[Send | [ Atuofend Eve |LOC

I~ Send Hex [ Send Filel Send Receiwved

Clear Uption1

Irepl}' from zerwer to client

fu St e

Connt

Reew

Ciear

r—
Send r“—'
I—

i_Rec_i StopShow] Clearj Save J Dption] [~ ShowHex

[” Save(In Timel ]

test from client to server

At the client PC side, it will receive the related info from server PC side.
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I

2 TeraERI T A  onn] .

¢ Operate (@) Help ()  Language

“iCreateConrm 8 CreateServer | 48 Sie iServer 4% 03 | 58 Comnect 58 | E@Disconnill | 3% DeleteConn ¥ | [E] | 32 |
Erepertiss e

EE Client Maode

---- b 1135115, 141, 1268000
Bl Server Mode

#£113.115.141. 126:8000 |

DestIF:

| Send

}113. 115141 176

DestFort: ;SDE“:'
[T LacalPers

|4U|:|i

r' futoSend

iu m=
Disconnect |

Eve

Count
Send |25
Recw |ZT

Clear I

[T Send Hex [~ Send File[™ Send Recsiwed

I AtuoSend Ewe ]100 ms

Send | Stop i
Clear | Dptioni

test from client to serwer

|Rec

StopShowl Clear ‘ Save ]-Dption] r' ShowHex

[~ Save(In Timel

reply from serwer to client

With this result, it indicates the port forwarding is working.

5.4 Remote Web Login

Step 1) make RF-R586 router to be online and get a public WAN IP.
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Sofhware Version |3.E.1 Gihdar 17 2012)

RF-R586 Series Industrial Grade Cellular Router

? Celt Ralter Hardware Version 13.0.0

,j Operation Mode ; - I

B Internet Settings R J|ZIET TR DOREanE
"i:t Wireless Settings [Eystern Lip Time i1 1 mins, 8 secs
B-{] Firewall Operation Mode |Gateway Mode

=+ administration
L Management

|Signal Strength (10, (0-31
Reboot .g .g ( )

Upload Firmware ;.ﬁttachment S-Itate .iﬂl;l.tuma’.[ic searcﬁ.

0
1]
[ settings Management [T ETTRT
0
0

Status Local IP Address [10.10.10.254
stelishics Local Netrmask 256 355 266.0
i MAC Address | ODOAEB11:82ED
ven
PPTP |dowen
L2TP | dawn
:Ennneﬁ.téd.fﬁje .i-éel.lu
VAN IP Address 1172.3067.227
\Subnet Mask |256.256.256.255
Diefault Gateway 1063 64 64 i
Primary Domain Name Server [210.21.1968
Secnn.danf Domain Mame Semer |221 5.88.88 [

Here the RF-R586 router gets WAN IP of 172.30.67.227, which is not a public IP, and cannot be ping
through via the test PC. So we cannot make the remote visit of the RF-R586 router web.

Let's get a public IP for RF-R586 router first. Here we change another sim card to test.
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RF-R586 Series Industrial Grade Cellular Router

| Sofhware Yersion 3646 (Mar17 2012
® CaltRoutes Hardwara Versian 300
4 | Operation Mode :
Pl i Cravice (D 2O0FT10BYCDOEDOFS
EH+—j Internet Zettings
L) wan System Up Time 7 ming, 58 secs
L] LAN Dperation Mode Gatewway Mode
=[] WPM Passthraugh ;
Signal Strength 31, 0-31
- ] Advanced Routing 0 : ¢ )
{7 vPN Attachment State COMAEVDO HYBRID
e e W D] Local Network
-] SMS/voice Command Local IP Address 101010254
ol ROLEE.ERl ik Local Metrmask 766 255.256.0
1] SHMP pp———
L0 oes MAC Address 00:0AEB11:82:E0
-] Wireless Ssttings wvwn |
| B Firewall FFTF dowen
=+ Administration L2TP A
e+ ] Management -
LD Rebioat Internet Configurations
..... Y Upload Firrnware Connected Type Cell
) Settings Management  [IAAN IP Address 183.42.55.243 |
L) Status Subriet Mask 255,255 255,255
g Statisti
i tatistics Ciefault Gateway 113.115.0.1
| Svystern Log
Frimary Domain Mame Server 202 96.123.86

Secondary Domain Mame Server 20296134133

RF-R586 router gets a WAN IP 183.43.55.249, which is a public IP, and can ping though.

183.43.55.249 HI@E: FT Af[A]=1486ns TTL=52

183.43.55.249 ) = T|A]=67ms TTL=52

183.43.55.249 HY FH5=32 B(d]=79ms TTL=52

183.43.55.249 A sy AJ[B]=92ms TTL=52
183.43.55.249 [ = AJ[B]=69ms TTL=52
183_43.55.249 [ =FH5=32 A{[8 TTL=52
183.43.55.249 {05 A8 TTL=52

Step 2) Make sure the “Remote Management” feature is activated.
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Remote management

|Remnte management (via WaN) ||h|||:rw "I

Ping form WAN Filter

|F'ing form WAM Filter || Disable *I

Stateful Packet Inspection (SPl)
|SF"I Firewall ||Disable vI

Apply | Reset |

Step 3) at the test PC, open the IE, and input http://183.43.55.249:80 to enter the RF-R586 router’s
web.

Notes:

1) The RF-R586 router’s web port default is 80. Some ISP block the port 80 because of some security.
Then please confirm the ISP the opened port, and change the web port for RF-R586 router before
remote visiting.

Please refer to Chapter 3.3.14.1.1 Router web port to change the web port.

2) If you cannot get a fixed public WAN IP, you can use RF-R586 router's DDNS feature. Refer to
chapter 3.3.14.1.3 DDNS settings to configure.

Then you can input http://ddns:port to visit the RF-R586 router’s web port.

5.5 WAN RJ45 Static (fixed IP) and Cellular Fail Ov  er backup

redundancy

Please connect the RJ45 WAN port and the upper Router LAN RJ45 port via RJ45 cable. The RF-R586
WAN LED should be on.

Step 1) log into the RF-R586 router web.

Step 2) Internet Settings — Route Fail Over
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open all | clase all - Route Fail Over

RF-R586 Series Industrial Grade Cellular Router

’_j 3G Router

|_'] Operation Mode

E-53 Internet Settings
) WAN

] DHCP dients

Operation Mode

Active/Passive | /@
IEIacI-:To Primary WAN When Possible & I
{1 VPN Passthrough

{] Advanced Routing Router Priority ;

) VeN =| [cellular (Z) High Priarity @ Low Priority

-0 o1y iE TT——— ==

LMY sMS/Voice comma | | STATIC - @ High Priority © Low Priority

1] SNMP E

i cos Check Count |3 (1-500
E:l'i;l Wireless Settings Check Method ping ip - T4.125.71. 138 |
H-{] Firewall
=125 Administration

,_'] Management | o Apply |

~{) Reboot | |

Active/Pasive:  tick it

Back To Primary WAN When Possible:  tick it (if you activate this, the router will automatically switch to
primary main line from secondary line if primary main line resume to work. If you don’t activate this, the
router will keep working in secondary line if primary line fails.)

Router Priority: You can select main line and secondary line for Cellular and WAN RJ45
“STATIC/DHCP/PPPoE”"

For example, here we set Cellular as secondary line, and WAN RJ45 STATIC as main line. Then choose
as the picture above.

Check Count: fill in the number you want to check the line available detection.

Checking Method: fill in a public IP address that can be ping through.

With the above configuration, the router will try to ping IP 74. 125.71.138 and if cannot be through for 3
times continuously, it will switch to secondary line.

Step 3) Internet Settings — WAN — WAN Connection Type — Cell.
Configure the Cell WAN parameters.
Please make sure RF-R586 can be Cell online after this configuration. Otherwise the fail over feature will

not work in redundancy
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Gllass

Fo

openall | close all

ﬂ 3G Router

{-[1 Operation Mode

B 7 Internet Settings

-0} WAN

0 LAN

-] DHCP dlients

=) VBN Passthrough

-{] Advanced Routing
0 ven

DTuU

SMs/\oice Command
Route Fail Gver
SHMP

GPS

F-_] Wireless Settings

B Firewall

H-{_] Administration

coooou

Step 4) Internet Settings — WAN — WAN Connection Type — STATIC (fixed IP)

RF-R586 Series Industrial Grade Cellular Router

WAN Connection Type: Ceh b
Ceil Mode
imodem ‘ HUAWEI-EMTT0 -
lSIM Code i
iMTU ‘
!Operamn Mode ‘ 'I(eep Alive i
iEnabIed ‘-D\sah\e -

mobite MSP Parameters

EMSP Name ‘WCDMA

inetwmk type ‘ Automatic search -

iDiaIing MNumber "99#

%Imtia\ Command String ‘ 1
!UserName ‘wap

iPassword i sse

ianaI IP ‘

;Aulhem\cate Tvpe ‘ AUTO -

!Use Software Compress ‘ [l Enable
[

i
! | GSMNWCDMAITD: AT+CGDCONT=1 V1PV, VAP,
[eamHes IR iRt |COMAIEVDO: ATVPPPCFG=Vusert Vpasswardy

Add to List

MSP List
[ MSP Dialing Initial Command User | Local
|NEI Mame Mumber Siring Name Passwnrﬂi P Operadon

@ | CDMA ‘ #TTT | ‘ CARD CARD ‘
T T T

0 0
WCDMA 0% wap wap | “%
A - |

Select to Use

Configure the STATIC (fixed IP),
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sz All iz Al Wide Area Network (WAN) Settings

-J Cell Router
1_1 Operation Mode
El++=3 Internst Settings

RF-R586 Series Industrial Grade Cellular Router

You may choose different connection type suitable for your environment. Besides, you may also
configure parameters according to the selected connection type.

~[] DHCP clients
Y VPN Passthrough

=1

D) Advanced Ruting

S Hia [ Acaress (192168 1128 |

[} oTu ;

0
"
0

WAN Connection Type: STA'I'IC tﬁxed 1P} hd

SMS/Voice Command | Subnet Mask | 255265 2650 |
Route Fail Over - ;
..... SNME Default Gateway 192.168.1.1
::: S Primary DNS S 2102116 |
F+{] Wireless Settings fimary EnvEr | L

-] Firewall Secondary DNE Server | 221.5.88.88

B3 Administration
.j Management MAC Clone

Reboot |Enabled Disable -
Uplead Firmware |

o
=1
) Settings Management Apply | Cancel
-

Status

IP Address: fill in the assigned fixed LAN IP address from the upper router for RF-R586. Here our upper
router can assign a fixed LAN IP 192.168.1.128 for RF-R586.

Subnet Mask: the upper router’s subnet mask.

Default Gateway: fill in the default gateway. Here the default gateway is 192.168.1.1 of upper router.
Primary DNS Server: fill in a right DNS server

Secondary DNS Server: fill in a right DNS server.

Notes: Do not forget to click “Apply” button.

Step 5) The RF-R586 router will automatically reboot and try to connect the STATIC WAN RJ45 as main
line. If main line failed, it will switch to Cell as secondary line. And if STATIC WAN RJ45 resume to work,
it will switch from Cell line to STATIC WAN RJ45 line.

The following page indicated the Static fixed IP is working.

L

--:'_‘| Firewall Internet Configurations

=+ Administration Connected Type |STATIC
L) Management WAN IP Address |192.168.1.128
W) Rebus Subnet Mask 1255 255 255.0
{1 Upload Firmware it T A B A i
Q) Settings Management |DefaultGateway [ et
Primary Domain Mame Server ;210.21.195.5

L) Statistics Secondary Domain Name Server |221.5.38.88

. i ress |6D:61:67:65:00:
L] System Log \MAC Add |6D:61:67:65:00:00
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Once the Static (fixed IP) is failed, RF-R586 will switch to cellular automatically as follows,

Internet Configurations

Iannected Type fCeII

[WAN IP Address [172.20578
|Subnet Mask | 255 255 255 255
\Default Gateway [10.64.64.64
:_F'rimarg.f Domain Mame Server jE‘ID.E‘I.ﬁIE.E
|Secondary Domain Name Sever  |2215.88.88
[MAC Address |6D:61:67:65:00:00

5.6 WAN RJ45 DHCP and Cellular Fail Over backup red undancy

Please connect the RJ45 WAN port and the upper Router LAN RJ45 port via RJ45 cable. The RF-R586
WAN LED should be on.

Step 1) log into the RF-R586 router web.

Step 2) Internet Settings — Route Fail Over

W Cell Router

----- {) Operation Mode

-3 Internet Settings
=3 Internet Setting Operation Mode
I WAN :

) i
) LAN |.&ctiveiF'assive | [
L] DHCP clients |Elac:k To Primary WAN When Possible | il
-] WPN Passthrough = |
-] Advanced Routing Router Pnc’
-1 ven [Cellular | @ High Priority @ Low Priority
-0} o1 | e o e
[ sMs/Voice Command L2HE T | @ High Priority () Low Priority
-] Route Fail Over Connectivity Check
L] SNMP | =
3 |1
) GFs Check Count {1-50}
|:|"1___| Wireless Settings |CI‘IE!I:R Method : ping ip | T4.125.71. 138
F-{] Firewall |
F-T] Administration

Active/Pasive: tick it

Back To Primary WAN When Possible: tick it (if you activate this, the router will automatically switch to
primary main line from secondary line if primary main line resume to work. If you don’t activate this, the
router will keep working in secondary line if primary line fails.)

Router Priority:  You can select main line and secondary line for Cellular and WAN RJ45
“STATIC/DHCP/PPPOE”

For example, here we set Cellular as secondary line, and WAN RJ45 DHCP as main line. Then choose
as the picture above.

Check Count: fill in the number you want to check the line available detection.

Checking Method: fill in a public IP address that can be ping through.

With the above configuration, the router will try to ping IP 74. 125.71.138 and if cannot be through for 3
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times continuously, it will switch to secondary line.

RF-R586 Series Industrial Grade Cellular Router

Step 3) Internet Settings — WAN — WAN Connection Type — Cell.

Configure the Cell WAN parameters.

Please make sure RF-R586 can be Cell online after this configuration. Otherwise the fail over feature will
not work in redundancy

openall | close all

ﬂ 3G Router

L1 Gncraon Wads WAN Connection Type: Call =
B3 Internet Settings Cefl Mode
- AN w —r ———~—
3 VA |modem ‘ HUAWEI-EMTT0 -
|
-] DHCP dlients l5||v| Code i
=) VBN Passthrough 1
-{] Advanced Routing iMTU ‘
0 ven | :
0 oTu iGperaUun Mode ‘ Keep Alive -
_._1 SMs/Voice Command  [TTTEE
~{] Route Fail Gver e T = i
[} shmp |Enabled ‘ Disable -

F-_] Wireless Settings

{7 Firewall
EMSP Mame iWCDMA
!netwmktype i Automatic search -
Dlallng Number ‘."9-91-2.

|
T T
Ilmtla\ Command String ‘
|

UserName ‘wap

IF‘asswnn‘l i men

ianaI IP i

;Aulhem\cate Tvpe i AUTO -
;Use Boftware Compress ‘ [ Enable

| GSMAWCDMATD: AT+HCGDCONT=1YIPY,VAPNY,
| COMAJEVDO: ATWPPPCFG=\usert passwordy

Add to List

[
icummnn command list

MSP List

| MSP Dlallng Initial Command User | Local

iNU Mame Mumber Siring Name PE‘stmd| Operadon

& CDMA #TTT | ‘ CARD CARD
T T T

ORI ‘ g | wap wap | “%

‘-:- SJSI:AA Rl ‘ wap wap

Select to Use

Step 4) Internet Settings — WAN — WAN Connection Type — DHCP (Auto config)
Choose “DHCP (Auto conflg)” at WAN Connection Type, and click “Apply” button

L e [ R IR P L b LU ] T L B T ot e e L AT e A L L

EI o ettings

-} DHCP client )
j VPN P:a:‘.:;ugh WAN Connection Type: | DHCF (Auta Conﬁg}l %

._] Advanced Routing DHCP Made

-~ VPN !Hostname '
-} oTU |(optional) ‘
|_j SM5/\Voice Command MAC Clone
[} Route Fail Over e e
-[] sNMP |Enabled | Disable -
{1} GPS A
= pply Cancel
#+{_] Wireless Settings l:
-] Firewall
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Notes: Do not forget to click “Apply” button.

RF-R586 Series Industrial Grade Cellular Router

Step 5) The RF-R586 router will automatically reboot and try to connect the DHCP WAN RJ45 as main
line. If main line failed, it will switch to Cell as secondary line. And if DHCP WAN RJ45 resume to work, it
will switch from Cell line to DHCP WAN RJ45 line.

The following page indicated the DHCP is working.

&7 Firewall Internet Configurations

= j Administration Connected Type |DHCP
1) Management WAN IP Address |192.168.1.103
,j Reboot

1) Upload Firmware !_Sunnet Mask |255.2565.255.0

Settings Management | Default Gateway :.'1 8216811
|Primary Domain Mame Semver [192168.11
L] Statistics E-Secnndarf Domain Mame Server
1) System Log i-r.ﬂ-.ﬁ.t..‘.-.ﬁ.l:‘rdress DDUDEHFFEE_‘EE

Once the DHCP (Auto config) is failed, RF-R586 will switch to cellular automatically as follows,

Internet Configurations

[Connected Type |cell

WAN IP Address [172205.78
|Subnet Mask | 255 255 255 255
Crefault Gateway - HD.E&L.E#.M
\Primary Domain Name Server 210.21.196.5
|Secondary Domain Name Sever  |2215.88.88

MAC Address |6D:61:67:65:00:00

Notes: if the DHCP cannot get WAN IP Address, please “Load Default” for RF-R586 router to retry.

5.7 WAN RJ45 PPPoE and Cellular Fail Over backup re dundancy

Please connect the RJ45 WAN port and the ADSL modem RJ45 port via RJ45 cable. The RF-R586
WAN LED should be on.

Step 1) log into the RF-R586 router web.

Step 2) Internet Settings — Route Fail Over
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El+55 Internet Settings "
YTJ : - Operation Mode
s ) WAN _

RF-R586 Series Industrial Grade Cellular Router

) LAN ctive/Passive | &
(L) DHCP clisnts ack To Primary WAN When Possiole | [@]
=) VPN Passthrough
|-} Advenesdt Rasting
J VEN |Cellular I High Priority @ Low Priority
) DTU : :
e (7 | @ Hign Priority ) Low Priority
-1} route Fail over] Connectivity Check
-1} SNMP 5
| i 3 !
-0} eps .(.Jhecl-( Count (1-20) i
[_]---._—l Wireless Settings éChECK Method ping :ip - | 74.125.71. 138
E-{_] Firewall L
Bl Administration
) management Apply |
i~{] Reboot

Active/Pasive:  tick it

Back To Primary WAN When Possible: tick it (if you activate this, the router will automatically switch to
primary main line from secondary line if primary main line resume to work. If you don’t activate this, the
router will keep working in secondary line if primary line fails.)

Router Priority: You can select main line and secondary line for Cellular and WAN RJ45
“STATIC/DHCP/PPPoE”"

For example, here we set Cellular as secondary line, and WAN RJ45 PPPOE as main line. Then choose
as the picture above.

Check Count: fill in the number you want to check the line available detection.

Checking Method: fill in a public IP address that can be ping through.

With the above configuration, the router will try to ping IP 74. 125.71.138 and if cannot be through for 3
times continuously, it will switch to secondary line.

Step 3) Internet Settings — WAN — WAN Connection Type — Cell.

Configure the Cell WAN parameters.

Please make sure RF-R586 can be Cell online after this configuration. Otherwise the fail over feature will
not work in redundancy
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Radio Frequency over Glass
openall | close all
3 3G Router m Eg
L1 Gcraion Wads WAN Connection Type: Call =
B 7 Internet Settings Cefl Mode
=L WAN I
S VA imodem ‘ HUAWEI-EMTT0 -
-] DHCP dlients |SIM Code i
1] VPN Passthrough I
-{] Advanced Routing iMTU ‘
[ ven [ ——
0 oTu lOperaUun Mode ‘ Keep Alive -
g SMs/Voice Command  [TTTEE
~[] Route Fail Over — T
[ snmPp iEnabIed ®
-] GPS
F-_] Wireless Settings
B Firewall
B-{) Administration mobile MSP Parameters

Step 4) Internet Settings — WAN — WAN Connection Type — PPPoE (ADSL)

EMSP Name ‘WCDMA

inetwmk type ‘ Automatic search -

iDiaIing Number ‘998

Initial Command String ‘ 1
UserMame ‘wap

iPassword i sse

ianaI IP ‘

Authenticate Type ‘ AUTO -

Use Software Compress ‘ [ Enable

I [
| | GSMMWCDMATD: AT+HCGDTONT:
commi m |
|':EI o Eammendist | COMAJEVDO: ATPPPCFG=VUsel

Add to List

"IPY, CAPNY,
\'password\”

MSP List
[ MSP Dialing Initial Command User | Local
|NEI Mame Mumber Siring Name Passwnrﬂi P Operadon
o T
‘ #TTT | ‘ CARD CARD ‘
T T T T
‘ g | wap wap | “%
‘ *9or* 1§ ‘ wap wap ‘-
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RF-R586 Series Industrial Grade Cellular Router

=1+ Internet Settings

Fowan ]
1 Lan
[} DHCP clients VAN Connection Type: FPPPoE [ADSL) -
1;] VPN Passthrough PPPoE Mode
-] Adwvanced Routing -
-3 ven |UserName ‘ pppoe_user
]'j i ! |F'EISSWI:II'CI ‘ ;----------- !
-] SMS/Voice Command || I
1_1 Route Fail Over Verify Password | Yy TIITIII
-] SNMP _
L_"I GPS |MTU
H{ ] Wireless Settings ‘ = =
4] Firewall Keep Alive
ﬂ"“-ﬂadm'”'strat'“” Operation Mode Keep Alive Mode: Redial Period 60 SENCo
Management =
- Reboot On demand Mode: ldle Time |2 | minutes
-] Upload Firmware MAC Clone
1_1 Settings Management | ;
i Enabled -
1_'] Status | ‘ iaalie
-] Statistics Apply Cancel

1__'1 System Log

Fill in the correct parameters for xDSL.
Notes: Do not forget to click “Apply” button.

Step 5) The RF-R586 router will automatically reboot and try to connect the WAN RJ45 PPPoE as main
line. If main line failed, it will switch to Cell as secondary line. And if WAN RJ45 PPPOE resume to work,
it will switch from Cell line to WAN RJ45 PPPOE line.
The following page indicated the PPPoE is working.

263 Admiristrator
) Management |Local I Address [10.10.10.254
S Ezlt:j;j e |Local Netmask 5255.55355_5'.'0
IJ Eaitins Managemeit IMACAddress (00:0C:43:30:5277
ERE==
|:] Statistics !IF'SEC 'E,;_t,;,wn
-] System Log [PPTP | down
|L2TP | down
|Connected Type [PPPOE —
\WAN IP Address [112.95.36.124
| Subnet Mask | 255.255.255.255
| Default Gateway 11129532 1
EF'rimar!.f Domain Mame Sernver EE‘IIZI.E‘I.‘IQE.E
E-Secnnn‘ary Domain Mame Server .5221.5.88.88
MAC Address |00:0D:01:FF:52:66
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Once the PPPoE (ADSL) is failed, RF-R586 will switch to cellular automatically as follows,

Internet Configurations

RF-R586 Series Industrial Grade Cellular Router

|Cnnnec:tedType |Ce|l

|WAN IP Address 1172.205.78
Subnet Mask |255.255.255 255
|Default Gateway 110.64.64.64
\Primary Domain Name Server 210.21.196.6
|Secundar5r Domain Mame Server |221.5.88.EB

IMAC Addrass

|6D:61:67-65:00:00

5.8 SMS Reboot/Cell UP/Cell Down control

Step 1) follow Chapter 3.3.9 to configure the SMS feature. We configure it as follows,

SMS/Voice Settings

SMSVoice Command Settings

_Tniﬂss,aguﬁufu}bgsta{us on -

numper 1 - [ voice [ ALARM
number 2 [ sms [ voice [T ALARM
number 3 [ sms [ voicE [ ALARM
number 4 ' [ sms ] voice [ ALARM
number 5 [[] sms [ voicE [ ALARM
number & [ sms [ voice [T ALARM
number 7 [ sms [ voICE [£] ALARM
number 8 ' [ s [ voice [ ALARM
number 9 [[] sms [ voicE [ ALARM
number 10 [ sms [ voice [T ALARM
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-SMS- Command an - -
Send ack SMS on - |
Reboot Router Command reboot

lﬁei Cell Status Command cellstatus
Cell link-up Command cellup

Cell link-down Command | celldowm
DI0_0 Set Command dio0l
_DH}_U Reset Command dio0o
DIO_1 Set Command dioll
DIC_1 Reset Command dinl0

DIO Status Command diostatus

Step 2) for EVDO version, please keep your UIM Card can get CDMA1x network also, otherwise the router
cannot support SMS feature because SMS cannot work on EVDO network but on CDMA1x network.

Cell Network Info

Cell Modem |SIERRA_MC5725
IMEVESN |B02ATECC

Sim Status |SIN:READY
Selected Network AUTO

\Registerad Network EVDO and CDMA 1%
iﬁ'm‘ﬁﬂ 71dbm Vel
Cell Status \up

For WCDMA/GSM/W-LTE, it has no limitation.

Step 3) CELL DOWN control test

Send “celldown” from send’s phone number (here is 13798257916). In the System Log of the router, you can
find the similar info "received index=0 msg (celldown) from (13798257916) !"

The Router CELL will be offline, and WAN IP will be none as followed status.
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Eocam | chice 5 [cell Madem |SIERRA_MC5725
[ImEIESN B02A76CC
ﬁ |5im Status sivREADY |
L) Operation Mode |selected Netwark 070 |
e |Registered Network EVDO and COMA 1 |
-] Link Backup
=) &P5 |ST§;HB.] F1dom Vel
-[) sMs/Voice Cell Status. DOWN
-] VRRP M
ES SE:th Setings Connected Type rﬁE_L
() WIFL VASAAE ReldeRss |
|'£|1_—J Firewall Subnet Mask
¥ | Administration IDEf&HH Gateway
|Primanr Domain Name Server |202.95.1 25 26
|Secondary Domain Name Server |202.96.134 133
[MAC Address |0&:66:01:00:00°04

Step 4) CELL UP control test

From sender’s phone number 13798257916, send "cellup” to router sim/uim card number. At the router
"System Log", there is info similar "received index=0 msg (cellup) from (13798257916) ". The router cell will
dialup to be online.

ystem Info

‘Series |Ha20

SN 086412090002
‘Software Version |2.2.0 (Sep 16 2012)
‘Hardware Version 11.0.0

‘System Up Time 1:10

!ﬂperaﬁon Mode | Gateway Mode

Cell Modem |SIERRA_MC5725
IMEVESN go2a76CC

'Sim Status [SiREADY]
‘Selected Netwark |AUTO

Registered Netwark [EC0 and covA 19
|Signal |_5 gdbm Tl
Cell Status [UF]

Internet Configurations

\Connected Type |CELL

(WAN IP Address 1113.112.46.31
‘Subnet Mask |255.255.255.255
Default Gateway 1112.112.0.1
iﬁn’mﬂmnnmﬂﬂ Kamao Qonsar |'Tl|"|':l ar 190 aR

Step 5) CELL STATUS check test
From sender’s phone number 13798257916, send "cellstatus" to router sim/uim card number. At the router
"System Log", there is info similar " received index=0 msg (cellstatus) from (13798257916) !". The router will
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feedback the CELL STATUS to sender’s phone number 13798257916. At 13798257916, we will get message
of “Router SN:086412090002 cell_link_up”.

5.9 PPTP client connection

PPTP Server’s Info:

PPTP Server IP: 190.54.34.131

Username: vpnuser

Password: tekrem9876

Remote LAN/Mask: 192.168.130.0/24

PPTP Server’s Assigned Network: 192.168.8.0/24 (If your PPTP Server not Assigned RF-R586 Router’s IP
network range, the PPTP can connect but cannot go data through. Also you can change RF-R586 LAN IP into
the PPTP server’s assigned network such as 192.168.0.1 or 192.168.1.1, etc.)

Step 1) make the RF-R586 router working online.
Step 2) Fill in the PPTP parameters as follows,

PPTP

PPTP VPHN Settings

PPTP VPN Active

PPTP User |v1:|nuser

PPTP Password I-""""-

PPTP Server 180,54, 34. 131

Remote Lan/Mask 192, 168, 130. 0 ;24
Local PPTP IP dhep

MPPE Encryption

40 bit Encryption(Default is 128 bit) [l

Refuse Stateless Encryption

MPPC O

(2eely |

Step 3) check if the PPTP is connected.
Router Web — Status,

PPTP Status

PPTP |up
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Step 4) Try to check if can be through with PPTP Server.

RF-R586 Series Industrial Grade Cellular Router

icrosoft Windows AP [hN.4~ 5.1.260808]
5 1985-28P81 Microsoft Cowp.

CCy> hi

L3

:sDocuments and SettingszsAdministrator>ping 172.168.130.7
inging 192_.168.138.7 with 32 hytesz of data:

192.168.130.7: bytes=32 time=5Y8ms TTL=254
192.168.130.7: bytes=32 time=58tms TTL=254
192.168.130.7: bytes=32 time=76ims TTL=254
192.168.130.7: bytes=32 time=5%98msz TTL=254

statistics for 192.168.138.7:

Packetz: Sent = 4. Received = 4, Lost = 8 (@x lossz>.
poroximate round trip times in milli—seconds:

Minimum = 5%Y8ms,. Maximum = Y6ilms,. Average = b2bms

t“Documents and Settings“Administratorl
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6 OBTAINING DOCUMENTS

You can visit our website: http://www.rfog.pl/

Or contact with RFoG headquarter Sales listed at the end of documentation to get the latest
documents.

RFoG CO., LTD® 2013

All Rights Reserved.

All information contained in this document is subject to change without notice. The products
described in this document are NOT intended for use in implantation or other life support
applications where malfunction may result in injury or death to persons.

The information contained in this document does not affect or change RFoG’s product
specifications or warranties. Nothing in this document shall operate as an express or implied
license or indemnity under the intellectual property rights of RFoG or third parties. All information
contained in this document was obtained in specific environments, and is presented as an
illustration. The results obtained in other operating environment may vary.

THE INFORMATION CONTAINED IN THIS DOCUMENT IS PROVIDED ON AN "AS IS” BASIS. In
no event will RFoG be liable for damages arising directly from any use of the information contained
in this document.

Contact

RFoG Tomasz Paszkowski,

Starogrodzka 1/2, 72-300 GRYFICE, POLAND
Website: http://www.rfog.pl
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